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Abstract: E-government public services in Romania must follow unitary procedures 

considering the new requirements of the European Union from the Digital Agenda for 

Europe Strategy 2020. E-government 2.0 has to be implemented because of the cultural and 

behavioral transformations in the interaction between governments and users of e-services. 

E-government 2.0 projects use tools and techniques of social media to accomplish their 

goals. This article examines the possible risk categories and the risk management 

procedures needed to mitigate risks in future Romanian e-government projects, according 

to the strategic lines of development for the Digital Agenda. We propose a risk 

management plan for the e-government lines of action within the strategic lines of 

development that includes identifying, assessing, and mitigating the risks. New and 

modernized government services through e-government 2.0 projects that apply risk 

management will bring a significant improvement in how citizens and businesses relate to 

government and will increase the use of e-government services. 
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1. Introduction 

The recently published document in February 2015 by the Ministry for Information 

Society (MCSI, 2015) refers to the National Strategy on Digital Agenda for 

Romania. It is aligned and tailored according to the Digital Agenda for Europe for 

the 2014-2020 period. The first field of action – “eGovernment, Interoperability, 

Cyber Security, Cloud Computing, Open Data, Big Data and Social Media” is 

mapped on the following Digital Agenda for Europe Pillars: Pillar I – Digital 

Single Market, Pillar II - Interoperability & Standards, Pillar V - Research and 

Innovation, Pillar VI - Enhancing digital literacy, skills and inclusion, and Pillar 

VII - ICT-Enabled benefits for EU Society (MCSI, 2015). All the future e-

government 2.0 projects must comply with the strategic lines of development and 

fit the lines of action in the National Strategy on Digital Agenda for Romania 

(MCSI, 2015). The objective of this article is to examine the possible risk 

categories within future e-government 2.0 projects and to propose a risk 

management plan and procedures needed for the success of the projects. As there 

are no risk management procedures mentioned in the strategic lines of development 
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and the lines of action specifically for e-government, we propose a risk awareness 

culture for future e-government 2.0 projects. The potential risks of e-government 

2.0 projects are manageable, and the mitigation approaches must consider the 

involvement of citizens, businesses, and other public authorities because of the 

emergence of Web 2.0 technologies and the ascent of social networks (Boughzala 

et al., 2015). 

 

2. Literature review 

E-government means using ICT by the local or central public administration to 

provide better, cheaper and faster services for citizens, businesses or other public 

administration organizations (European Commission, 2014). E-government was 

introduced in the mid/late 1990s (Boughzala et al., 2015). Most researchers discuss 

models of e-government after the year 2000 (Bannister and Connolly, 2015). 

 

2.1 E-government in Romania 

In Romania, before the year 2000, there was no remarkable activity regarding e-

government (Didraga and Brandas, 2014, 2015; European Commission, 2014; 

2015a; 2015b; Stoica, 2009). Since 2000, the effectiveness of implementing e-

government projects in Romania is very much visible as a government strategy 

attempt to make more services available on the Internet as well as public 

information (Didraga and Brandas, 2014, 2015). The first step was made by the 

publication of Law no. 544/2001, on Free Access to Information of Public Interest, 

and in March 2002 the Romanian eProcurement system, 'www.e-licitatie.ro' was 

launched. A big step forward was in September 2003, when the Government 

launched the e-government portal, 'www.e-guvernare.ro' (European Commission, 

2015b; Didraga and Brandas, 2014). 

Romanian e-government strategies (European Commission, 2015b): 

- The National Action Plan e-Administration - in October 2001; 

- the Ministry of Public Finance‟s IT Strategy document for 2003-2006 in March 

2003; 

- Government Programme 2004-2008, which included an „eGovernment 

Programme‟ and a „Policy in the field of information technology and 

communications‟ sections; 

- ASSI („e-guvernare‟) Strategy in November 2008, stopped in 2009; 

- Government Programme 2009-2013 („eRomania‟); 

- National Programme for Supercomputing (2010-present); 

- National Strategy on Digital Agenda for Romania 2014-2020. 

Considering the development of e-government services, the United Nations 

performed several surveys and in the most recent (United Nations, 2014), Romania 

is ranked as a high-EGDI (between 0.5 and 0.75) country worldwide with and 
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EGDI value of 0.56315. Otherwise, among the EU countries, Romania is one of the 

low-ranked countries regarding the e-government development index (Didraga and 

Brandas, 2014, 2015). 

In Romania, only 5% of citizens have used e-government services in 2013 (MCSI, 

2015), and the assumed target of 35% must be reached by the end of 2020. 

 

2.2 From e-government to e-government 2.0 

E-government 2.0 is “the next generation of e-government”. Traditional e-

government is focused on technological changes, but e-government 2.0 is focused 

on “citizens as not only users but active contributors to e-government” (Meijer et 

al., 2012). Governments need to transform themselves into adaptive organizations 

and respond to the needs of citizens. They must discover new ways to fulfill their 

mission. In this respect, Web 2.0 is very important and useful for e-government 2.0 

(Sun et al., 2015). Boughzala et al. (2015) consider that e-government has become 

slowly more social-based and open, allowing the development of the new e-

government generation, called e-government 2.0, with the emergence of Web 2.0 

technologies and the ascent of social networks. Government 2.0 is a government 

that uses Web 2.0 (Meijer et al., 2012). 

The fundamental characteristics of e-government 2.0 or gov 2.0 are (Boughzala et 

al., 2015): 

- it is community-driven: social interactions between equal stakeholders; 

- user-generated content and development: citizens and businesses become more 

involved in providing ideas, suggestions, and improvements; 

- openness: data is open to public, transparent and can be used for innovation; 

- collaboration: citizens and government create content and interact with each 

other. 

E-government 2.0 involves extending the limits of government by inviting 

stakeholders to participate in government (initiating new services, making 

suggestions, and having access to governmental data) (Sun et al., 2015). 

The maturity of the e-government system influences the quality of the services 

delivered and the satisfaction of citizens and other stakeholders (Khalil, 2011). 

In Gov 2.0, users can give feedback of their satisfaction with e-government 

services, and they can influence the government actions in the future (Sun et al., 

2015). 

Gov 2.0 integrates Web 2.0 technologies, thus creating the opportunities to enhance 

the quality of online public services and changing the way citizens and businesses 

relate to the public administration (Boughzala et al., 2015). Web 2.0 is the “fuel for 

e-government 2.0” (Sun et al., 2015). 

In Georgescu and Popescul (2014) opinion, Web 2.0 represents “the change 

brought on the Internet by a sum of social, economical, technological tendencies 
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which have transformed and keep on transforming it into a distinctive environment, 

of great impact, characterized by the participation of the users, its openness and the 

network effects”.  

Tesu (2012) considers that the users of online services seek the closest way to 

make use efficiently of available Web 2.0 tools for a value-added experience. 

Bonson et al. (2012) and Dixon (2010) classify Web 2.0 technologies, platforms 

and tools used in gov 2.0 as in Table 1. 

 

Table 1. Technologies and platforms for e-government 2.0 

Web 2.0 

technologies 

- Content syndication (RSS, Atom and vodcasting-podcasting);  

- Widgets; 

- Sharing and bookmarking facilities; 

- Mashups. 

Other additional 

technologies 

- Embeddings; 

- Webcasts. 

Social media 

platforms 

- Blogs and micro-blogs; 

- Wikis; 

- Media sharing platforms; 

- Social networks. 

Source: adapted from Bonson et al. (2012) and Dixon (2010) 
 

There is a need for the public sector to invest in a greater adoption, use and 

evaluation of web 2.0 technologies by the population regarding e-services (Dixon, 

2010). 

Sun et al. (2015) list the challenges for transitioning to e-government 2.0: 

- E-literacy and digital divide; 

- Sustainability and cost structures; 

- Privacy, security, and trust; 

- Permanent availability and preservation; 

- Education, marketing and workforce issues; 

- Benchmarking, law and public policy; 

- Transparency and accessibility; 

- Content management (CM); 

- Interoperability; 

- Infrastructure development. 

 

2.3 E-government 2.0 issues, risks and challenges for successful projects 

Gov 2.0 is a version of e-government more open and more user-centered (Meijer et 

al., 2012). One of the challenges of gov 2.0 is to transform the relationship between 
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its stakeholders (citizens, businesses and government) through cooperation (Meijer 

et al., 2012). 

Gov 2.0 issues and risks according to Boughzala et al. (2015): 

- Security and hacking (theft, fraud, forgery, information leaks, etc.); 

- Labor effort (work overload and unfulfilled requests); 

- Network operating (fragile networks, out-of-bound changes); 

- Sustaining the community (reinforcing citizen interest); 

- Loss of control (too much transparency); 

- New system and processes (government 2.0 facilitators); 

- Institutional and organizational change; 

- Intellectual rights (intelectual property); 

- Personal data and privacy (lack of protection for private data and personal 

identity). 

Savoldelli et al. (2014) conducted a study in which they found out some barriers to 

e-government adoption: technological and operational matters for the first years of 

e-government and institutional and political issues for the recent period. 

The challenges for the realization of Gov 2.0 (Meijer et al., 2012) are 

transformational leadership, getting citizens interested and developing mutual trust. 

According to Khalil (2011), risk-avoiding behaviors are capable of supporting the 

thriving need for information of societies with high uncertainty practices. They 

develop sophisticated communication infrastructures, including e-Government 

interfaces through successful projects. 

The key success factors for e-government projects are (Gatman, 2011): 

- to be accessible (citizen and employee driven, many users, many web 2.0 

channels); 

- to be efficient (time and costs reduction); 

- objective oriented (scalable, flexible, compatible, manageable, available); 

- democratic (open, transparent, participatory); 

- innovative (focused on information not on technology); 

- safe and secure (security policies, security audits). 

Meijer et al. (2012) consider that for successful Gov 2.0 applications, strong 

identity management through security policies is needed, but there are also 

downsides regarding privacy. The lack of protection for private data and personal 

identity is an important risk that diminishes citizens‟ trust, but reducing this risk, 

increases the trust (Colesca, 2009). 

 

3. Research methodology 

3.1 Research problem 

The main problem is the proposal of a risk management plan for the e-government 

lines of action within the strategic lines of development from the Digital Agenda 
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for Europe Strategy 2020. 

 

3.2 Research design 

A risk management plan proposal for the e-government lines of action within the 

strategic lines of development that includes identifying, assessing, and mitigating 

the risks. The research is theoretical, and it is based on existing literature. 

 

3.3 Research objectives 

The first steps of the risk management plan proposal are: to define risks, to rate 

risks by likelihood and consequence, and to classify risks by categories.  

The next step is to code each specific risk and integrate it in the risk information 

categories.  

The final step of the risk management plan is to integrate the risk identification (by 

risk code) and risk mitigation actions in the lines of action within the strategic lines 

of development for e-government 2.0 from the Digital Agenda for Europe Strategy 

2020 published by the MCSI (2015). 

 

4. Results and discussion 

Risk is “the effect of uncertainty on objectives” (ISO, 2009).  It is characterized by 

reference to an event's likelihood of occurring, and its impact or consequence(s). 

Risk likelihood can be: 

- (1) Remote: low chance of risk occurring; 

- (2) Unlikely: small to medium chance for risk to occur; 

- (3) Likely: medium chance of risk occurring; 

- (4) Highly likely: high chance for risk to occur; 

- (5) Nearly certain: very high chance of risk occurring. 

Consequence rating can be: 

- (1) Negligible: with insignificant impact on objectives; 

- (2) Minor: minor effects that can be corrected with little effort; 

- (3) Moderate: a few objectives are affected; 

- (4) Major: important damage to project, budget and/or delivery of services; 

- (5) Severe: serious and sustained damage in service delivery, budget, and 

reputation. 

Risk rating is the magnitude of a risk, calculated by multiplying the likelihood and 

consequence (Victorian Government, 2010b), and it can be: 

- low (between 1 and 4); 

- medium (between 5 and 12); 

- high (between 15 and 25). 

Risk information is presented in four categories (Victorian Government, 2010a):  
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- Information publication and management (IPM): risks related to the storing, 

secure management and publication of content for Gov 2.0 projects; 

- Moderation (M): risks related to the publication of user-generated content and its 

management; 

- Resourcing (R): risks related to allocating resources and staff in Gov 2.0 projects;  

- Project management (PM): risks related to managing projects and measuring 

success.  

The possible risk categories in e-government 2.0 projects are presented in Table 2, 

and the risks are coded by the sub-category they relate to. 

 

Table 2. Risk categories in e-government 2.0 projects 

Risk sub-category Specific risks 

Risk 

information 

category 

Strategic 

medium and long-term 

sustainability risks 

ST01. Inappropriate choice of social media; PM 

ST02. Legal actions against the government. IPM, M 

Reputation 

risks damaging the 

credibility perception 
of stakeholders 

R01. Legal liability (information with damaging consequences); IPM, M 

R02. Brand damage (key stakeholder perception); M 

R03. Breach of publication rights (copyright infringement); IPM 

R04. Breach of implicit trust (decisions contrary to public feedback); M 

R05. Breach of confidentiality (information privacy); IPM 

R06. Information privacy scope (broader access and unintended uses 

of published information); 
IPM 

R07. Information quality and integrity (inaccurate or superseded); IPM 

R08. Loss of control of published information (cannot be deleted or 

withdrawn). 
IPM 

Cost 

risks causing exceeds 

of budget 

C01. Increased cost of service provision (due to additional 
resourcing, additional tools, training, monitoring, auditing, etc.); 

R 

C02. Cost of information provision (due to information formatting, 

reviewing, approval, etc.). 
R 

Target performance 

risks causing objectives 
not to be met 

T01. Diversion from primary objectives (diversion or loss of control 
of resources, engaging low-priority problems, moderation, etc.); 

PM 

T02. Benefits realisation (lack of KPIs). PM 

Schedule 

risks causing exceeds 
of time 

SC01. Business impact of dependency (related or dependent 

projects). 
PM 

Fit for purpose 

risks causing services 

or projects not to 
deliver stated aims 

F01. Hijacking (gov 2.0 service hijacking by individuals or groups); M 

F02. Authentication, identity and disclosure (compromising service 
delivery by not determining the true identity of participants). 

M 

Source: adapted from Victorian Government (2010a, 2010b) 
 

Table 3 presents the possible risk of Gov 2.0 and risk mitigation actions for 

projects that are developed within the future strategy and lines of action for E-

government 2.0. 
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Table 3. Strategic lines of development, corresponding lines of action for E-

Government 2.0, possible project risks and response measures 
Lines of Development 

 Lines of Actions 
Possible Gov 

2.0 Risks 
Risk Mitigation 

1. Provide better public services through the use of e-government 2.0 

 

Define the Informational Perimeter of 

Public Services 
- Not applicable 

Implement an institutional structure meant 

to support the implementation of 

eGovernment projects 

- Not applicable 

Promote better standards, transparency and 
openness 

R08 - Content lifecycle management controls. 

F01 
- Awareness and monitoring of user 

contributions and site usage. 

F02 
- Appropriate levels of authentication and 

proof of user identity. 

Identification of data registries and 

relevant owners of data registries for 
interoperability 

T01 
- Prioritization, control policies, and 

accurate estimation of resources. 

T02 

- Defining KPIs for successful projects. 

- Ensuring the availability of tools for 
measuring objectives. 

e-Participation 

R03 
- Information security and publication 

controls. 

R04 
- Request feedback for implemented 

services. 

R05 - Information security controls. 

C01 - Accurate estimation of costs with 

resources. C02 

SC01 
- Accurate estimation of staff time 

allocation and feedback timeframe. 

F01 
- Adequate monitoring of user 
contributions. 

F02 
- Appropriate levels of authentication and 

proof of user identity. 

Interoperability 

ST01 
- Adequate preparation and research 

regarding social media options 

ST02 
- Information security controls and 

publishing appropriate content. 

T01 
- Prioritization, control policies, and 

accurate estimation of resources. 

T02 

- Defining KPIs for successful projects. 

- Ensuring the availability of tools for 
measuring objectives. 

Improve legislation 

R01 
- Information security and publication 

controls. 

R02 
- Post-moderation of the service and 
feedback 

2. Increase the adoption of eGovernment services 

 

Consolidate institutional support and 

oversight 
- Not applicable 

Promote cooperation and collaboration 

with public and private entities 
R03 

- Information security and publication 

controls. 
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R04 
- Request feedback for implemented 

services. 

R05 - Information security controls. 

Implement feedback and evaluation 

mechanism 

R04 
- Request feedback for implemented 
services. 

R07 
- Information security and classification 

controls. 

T02 
- Defining KPIs for successful projects. 
- Ensuring the availability of tools for 

measuring objectives. 

SC01 
- Accurate estimation of staff time 
allocation and feedback timeframe. 

Standardization 

T01 
- Prioritisation, control policies, and 

accurate estimation of resources. 

T02 
- Defining KPIs for successful projects. 
- Ensuring the availability of tools for 

measuring objectives. 

e-Identity 

F01 
- Adequate monitoring of user 

contributions. 

F02 
- Appropriate levels of authentication and 

proof of identity. 

Implementing „One-Stop-Shop‟ portals for 

LifeEvents and extending current portal 
functionalities 

C01 - Accurate estimation of costs with 

resources. C02 

3. Optimize the use of technology within the government operations 

 

Focus on e-procurement 

R01 
- Information security and publication 

controls. 

R05 - Information security controls 

R06 
- Control of information confidentiality 

classifications  

R07 
- Information security and classification 
controls 

R08 
- Information lifecycle management 

controls, policies and procedures 

C02 
- Accurate estimation of costs with 
resources. 

T01 
- Prioritization, control policies, and 

accurate estimation of resources. 

F02 
- Appropriate levels of authentication and 
proof of user identity. 

Implement a decommissioning model 

C01 - Accurate estimation of costs with 

resources. C02 

T02 
- Defining KPIs, and constantly measuring 
objectives 

Improve Governance on implementation 

of computerized public services 
- Not applicable 

Promote innovation 
C01 - Accurate estimation of costs with 

resources. C02 

Source: self-processing from MCSI (2015) and Victorian Government (2010a, 2010b) 
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5. Conclusion 

The National Strategy on Digital Agenda for Romania includes a field of action 

regarding e-government. All the future e-government 2.0 projects must comply 

with the strategic lines of development and fit the lines of action in the National 

Strategy. 

E-government in Romania has evolved from the first small steps in the early 

2000‟s to the all-new concept of e-government 2.0 that encapsulates Web 2.0 

technologies. 

E-government 2.0 has to be implemented because of the cultural and behavioral 

transformations in the interaction between governments and users of e-services. E-

government 2.0 projects use tools and techniques of social media to accomplish 

their goals. Gov 2.0 is community-driven, its content is user-generated and 

developed, it is open to public and it is based on collaboration, providing better 

services and meeting more user demands. 

This involves that the projects that implement new services must consider risk 

management (identification, assessment and mitigation) as a mandatory activity to 

manage the risks and issues (strategic, reputation, cost, target, schedule, and 

purpose). 

The article proposed a risk management plan for the future projects that must be 

aligned with the strategic lines of development: provide better public services 

through the use of e-government 2.0, increase the adoption of eGovernment 

services, and optimize the use of technology within the government operations. 

New and modernized government services through e-government 2.0 projects that 

apply risk management will bring a significant improvement in how citizens and 

businesses relate to government and will increase the use of e-government services. 
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