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ABSTRACT

In the field of communication on land and in the air, there are already functioning fully or partially
autonomous devices. However, it is difficult to point to similar solutions regarding autonomous
systems, especially in military applications.

The article formulates development perspectives for marine autonomous systems in military
applications, taking into account achieved benefits, requirements and development restrictions.
Many interesting places devoted to the security of autonomous systems, on the clear improvement
of the security situation with the above-mentioned systems, equipment and machines for mainte-
nance, management devices, autonomous systems, controls and controls, devices for carrying out
operations.

The recommendations indicate the need to implement joint projects in the field of the development
of autonomous marine technologies and are critical in the previous activities undertaken in this
field of research.
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INTRODUCTION

The article is a summary of this year's Polish-Swedish forum on marine
technology ‘Autonomous technology — replacing people’. It presents the results of
statements made by expert debate and focus meetings. The participants of the de-
bates were people from the academic environment of the Gdansk University of
Technology, Naval Academy, Maritime Office in Gdynia, Vinnova — the Swedish
government agency, Ministry of Defence National Recession and business repre-
sentatives.

These people were treated in the first stage of the research as a group of
experts whose answers have a more precise character than the answers obtained
in the study of documents. The group interview carried out subsequently contributed
to the creation of catalogues of recommendations for individuals and institutions
responsible for the development of marine autonomous systems in military appli-
cations.

PURPOSES AND BACKGROUND OF RESEARCH

The main objective of the research was to determine the development pro-
spects of marine autonomous systems in military applications.

As part of the main objective, specific objectives have been distinguished:

1. Determining the benefits of using offshore autonomous systems.

2. Determining the requirements for the development of navigation technology,
communication and port infrastructure.

3. Characteristics of adversity in the way of introducing marine autonomous
systems.

In 2010, predicting the development of marine technologies would probably
be futuristic considerations. In 2019, due to the significant progress in the develop-
ment of sensor technologies that enable the creation of virtual reality of the marine
environment and the development of algorithms and computational processes ena-
bling the implementation of these processes in near real time, there is the possibility
of conducting scientific research as an expert debate, forecasting the development
of autonomous marine technologies in military applications.
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Previous research on the development of autonomous technologies and in
particular unmanned aerial vehicles and autonomous cars offer a wide source of
publicly available data on the abovementioned technologies. Data obtained from many
sensors that collect data in the area of various technologies allow to build a multi-
dimensional map of the environment of the object’s functioning, which gives grounds
for developing algorithms that enable operation of the object at various levels of
automation.

Based on the historical causes of revolutionary technological changes in mili-
tary solutions, it is deduced that the experience of the defeat of the US Army in Vietnam
resulted in widespread acceptance of the development of innovative military tech-
nologies, which then contributed to the most important changes of war equipment
since the war, i.e. the development of precision guided munitions. Since one of the main
problems of the armed forces in the course of combat operations is the necessity of
popular social support, it also forces the need to minimize the number of victims
of armed conflicts.

This indicates that while formulating the doctrines of the use and develop-
ment of armed forces, there is a need to find answers to questions. What technique
should be used and how do we prepare soldiers to use this technique?

The doctrine of multidimensional operations envisages a large intensification
of activities carried out in theater with the use of resources based on information
systems. Intensification of activities contributes to the increase of threats related to
the maneuver of elements of the grouping and fire. This requires the use of command
and control systems that synchronize the operation of all components of the operation.

The analysis of the available information shows that in the field of onshore
and aerial communication, there are already solutions that enable the functioning
of fully or partially autonomous devices. However, it is difficult to point to similar
solutions regarding marine autonomous systems, especially in military applications.

The military, as well as other bureaucratic organizations, are based on new
things, especially if the change involves degradation of teams and the need to mas-
ter new skills and overcome rivalry between different armed forces [10].

Especially the environment related to the navy, naval service, its ethos and
heroism is particularly skeptical about the development of autonomous technologies
that prevent the development of professional careers related to the service on vessels.

The above-mentioned phenomena induce scientists to undertake scientific
research in order to determine the real causes of the slow and inadequate develop-
ment of military autonomous marine technologies.
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RESEARCH METHODOLOGY

Characteristics of the method

Qualitative research, despite the fact that their accuracy is weakened by
the inability to control interfering variables, and the relatively small size of the studied
group and its unrepresentativeness, introduce a new quality for analysis. The in-
formation received is of a content nature and is extremely useful in areas for which
the measurement scales are impossible to evaluate.

Qualitative research is individualized, we reach out to specific people —
experts, their experiences and opinions. The interactions between the participants,
the clash of views and their opinions are shaped during the interview.

The test procedure is based on the analysis of the content of interviews in
the form of notes, description, interpretation and presentation of results.

The selection of the expert interview research technique and the focused
group interview resulted from the specificity of the research problem regarding
predicting the development prospects of marine autonomous systems in military
applications. The use of group interviews allows us to get answers to questions,
which affect the development prospects of marine autonomous systems in military
applications.

Criteria for the evaluation of results

In order to ensure the triangulation of research methods and to obtain reliable
information, a combination of knowledge verification tests was used, i.e. an expert
debate with a technique enabling the analysis of interacting, i.e. focus studies. The re-
sults of the research obtained using the desk research method as well as the con-
clusions from the expert debate were discussed in the next day during the focused
interview.

Time constraints and the specificity of the research problem consisting in
predicting development, in addition to expert discussion, as one of the methods used
in the prediction research also forced the use of focused group interviews. The pur-
pose of research using these techniques is to create forecasts formulated and based
on the opinions of specialists in a given field of science.

The statements of individual respondents during the interviews were analyzed.
When interpreting them, the appropriate categorization key was used.
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RESULTS OF EXPERT RESEARCH AND FOCUS TESTS

First, an expert interview was conducted, followed by a group interview with
a deliberate sample selection among people with expert knowledge, i.e. experience
and competence in relevant science disciplines. The first group consisted of fourteen
people, the second group consisted of six people. The respondents were experts from

research centers and institutions mentioned in the introduction.

Tab. 1. List of conclusions from expert and focus studies

Expert
_XPel FDI
interview
Problem The source of the problem Suggestions for solving the problem
What are the benefits of the use of offshore autonomous systems in military applications?
Automation of unit control processes and
traffic control in the area of activities will
contribute to a significant decrease in
the number of accidents. Continuous
maintenance of ground control elements
The vast majority of accidents with a staffing is predicted. However,
Improving in the marine environment were the possibility of frequent replacement of
security caused by human error related the staff will increase the comfort of work
to habits, routine and fatigue. and will eliminate the excessive fatigue
of crews. Working in a safe terrestrial
environment will also reduce the stress
caused by the effects of the opponent’s
impact and adverse weather conditions
during offshore activities.
In order to reduce costs, the composition of
the crew is reduced and the operating
processes of the unit are automated.
However, this does not affect the possibility
of eliminating elements of the vessel’s
. , equipment used to provide living conditions,
Maintenance of the vessel’s crew quip calop J
. - . even for the limited number of crews.
Operating together with the watch-keeping R ) .
s The complete elimination of staffing will
costs system generates significant labor Lo
not only reduce the cost of maintaining
costs. . .
systems ensuring the existence of the crew,
but will allow them to be eliminated at
the design and construction stage of the
unit, limiting the construction of the unit
only to the cargo space and control,
communication and control systems.
Weather conditions have a key
infl he selecti f th Co ' .
. infiuence on the selection of the The elimination of personal staffing will
Resistance cruise route. Due to the health . . .
- . allow more effective route planning, taking
to weather restrictions of the crew, the choice . . .
" L into account only the immunity of the vessel
conditions of the route, taking into account L.
fe . to weather conditions.
weather conditions, is often not
optimal.
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 Expert FDI
interview
Problem The source of the problem Suggestions for solving the problem
Exploitation of units in hazardous
conditions carries the risk of loss
and injury among crews of vessels. The elimination of crews from vessels will
Personal Existing threats are the impact significantly increase the safety of personnel
security of the opponent, piracy attacks, at sea, despite the need to maintain servicing
environmental contamination, crews ready for action.
weather conditions, fires, sinking
of units, epidemics and others.
What are the requirements for the development of navigation, communication and port infrastructure

in the aspect of i

ntroducing marine autonomous systems in military applications?

As part of commercial solutions,
itis possible to use existing and
developed navigation systems,
satellite communications and
terrestrial telecommunications
infrastructure.

The lack of developed satellite
navigation and communications
systems in the military solutions

There is a need to develop military
technologies enabling broadband data

Communication | of countries with limited military O, . .
technologies capabilities prevents the introduction transm15519 n over long dlstances., enabling
of marine autonomous systems in operation in remote areas, especially for
L . . underwater units.
these applications to operations in
areas remote from the developed
terrestrial military infrastructure.
Also existing communication
technologies in the field of the
underwater environment make it
impossible to transmit broadband
data even over short distances.
Lack of direct contact with the There is a need to develop navigation
watercraft and sensations from technologies, control and unit maintenance
the surrounding marine environment | even in extreme conditions, which requires
will make it impossible to gain full the use of a huge number of sensors and
. . situational awareness for the opera- algorithms capable of interacting in a short
Situational : o - .
awareness tors of thg cor}trol ceptgr. St.aymg time in extrem.e situations. Apd also t.he
on the unit with full insight into necessity of using technologies enabling
the indication of cruise parameters | direct control of the unit, bypassing
and human sensory experiences autonomous systems and indirect control,
allows you to make quick decisions | consisting in updating the programs
also in crisis situations. controlling the unit.
Continued use of liquid fuels for the
supply of vessels limits the possibility
of full use of autonomous technolo-
Energy gies..T.he necessity Of. contipuous. This reS}Jlts in the nef:'d to Qevelop new
sources servicing of combustion drive units | propulsion technologies using energy from
as well as cyclical topping up of fuel | other sources.
and other operating fluids results
in limiting the range and lifetime
of vessels.
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Expert
. xpel FDI
interview
Problem The source of the problem Suggestions for solving the problem
The introduction of marine autono-
mous systems will involve the need
to ensure the unit's operation in . .
. p . There is, therefore, a need to ensure effective
the conditions of electromagnetic . . . -
. . immunity of systems to interference and, in
interference organized by the . .
opponent or occurring naturally the event of their occurrence, mechanisms
. . ) enabling the unit to leave the disturbance
Also, ensuring resistance to the occur- . . .
. zone and re-establish connection with the
rence of a strong electromagnetic
. . control center.
Electronic pulse — electromagnetic pulse . .
. . There are solutions that ensure effective
warfare (EMP) capable of damaging sensitive

elements of the electronic equipment
of the unit seems to be crucial
already at the stage of designing
the construction of the unit.

The use of wireless control and
control systems will allow the use
of cyber-attacks to take control of
the unit.

defense of electronic circuits against EMP.
Therefore, the introduction of cyber security
mechanisms, i.e. direct physical link protection,
cryptography using interference-proof
communication systems, also becomes

a priority.

Defense and
Identification
Friend or Foe
(IFF)

Watercraft equipped with autono-
mous systems must have defense
against destruction or unauthorized
access and takeover of control.

The autonomous system of defense
against the takeover of the unit as
well as the anti-aircraft systems
must be characterized by a special
credibility in the identification of
the IFF.

They must also provide access to
service crews.

The solutions currently used in the armed
forces provide effective IFF identification.

Port
infrastructure

The use of autonomous systems in
trans-oceanic flights is not contro-
versial and seems easy to implement,
while maneuvering in areas with
high intensity of navigation, in
straits or ports is associated with
collision risk.

This results in the need to use systems of
interoperability between autonomous units
(AUV), UAV (unmanned air vehicle), UAV
(unmanned vehicle vehicle) and UUV
(unmanned underwater vehicle), between
autonomous units and personnel, and
between autonomous units and port infra-
structure to organize a safe entry/exit

to and from the port and mooring of

an autonomous unit.

What obstacles stand in the way of introducing marine autonomous systems in military solutions?

Legal
regulations

The legal regulations currently in
force in international maritime safety
conventions make it impossible to
use fully autonomous vessels.

Also, the lack of standardizing
international institutions in the area
of development of autonomous
systems results in the development
of technologies based solely on
proprietary solutions of individual
implementation centers.

One should expect the creation of common
international standards after the period of
commercial exploitation of technologies in
the field of commercial solutions. Military

solutions will remain the domain of countries
that create or possibly export technologies.
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Expert
interview

FDI

Problem

The source of the problem

Suggestions for solving the problem

Ethical
problems

In extreme situations, where there
is a need to make key decisions in
the aspect of security, the final
decision always belongs to a man
who is based on legal norms,
procedures and morality.

The elimination of a man as a decision
element involves the necessity of
introducing selection algorithms at
the design stage of units. The dilemma
of choice, whose safety is more
important, already at the design
stage, seems unacceptable from
the ethical point of view.
Along-standing ethical problem
appears, so-called ‘trolley problem’
[8, 9] impossible to solve from

an ethical point of view. However,
it is necessary to consider it during
projecting algorithms the operation
of autonomous systems.

Not found

Doctrinal
documents

The lack of doctrinal documents
defining the directions of development
of marine autonomous systems
affects the very slow pace of
implementation of technologies
used in autonomous units in military
solutions of European countries.
Available sources indicate that
these technologies are successfully
developed in China and the USA.

The introduction of modernization programs,
including marine autonomous systems, will
enable the direction of scientific research.

Research on
oceanography,
geography and
the marine
environment

The introduction of autonomous
systems in both submersible and
submersible vessels requires
continuous updating of data on
oceanography, geography and

the marine environment.
Especially in Swedish territorial
waters with irregular coastline and
rocky bottom access to precise
oceanographic data is a key factor.

The variability of the marine environment,
resulting from natural processes occurring
there, requires continuous updating of data
entered into navigation systems, especially
in underwater vessels. And thus, maintaining
their own research facilities and the possibility
of using data obtained in the international
environment.

CONCLUSIONS AND RECOMMENDATIONS

The analysis of the information collected data presented in tab. 1 allows us to
determine the effectiveness of the research techniques used to achieve the purpose
of the study. Problems arising during the expert interview, referring to the research
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questions, were then developed during the group in-depth interview. Which allowed
us to formulate prospects for the development of marine autonomous systems in
military applications taking into account the benefits, requirements and limitations
of development.

Particular attention has been paid to the problem of ensuring the safety of
marine autonomous systems, pointing to a clear improvement in the security situation
using the abovementioned systems.

Another problem raised during the research was the necessity of parallel
development of technologies securing the functioning of marine autonomous sys-
tems. Significant delimitations resulting from uneven development of maritime
autonomous systems technologies and communication systems, port infrastructure
and their resistance to counteracting were pointed out. There is a need for further
work enabling standardization, system integration and increasing communication
capabilities, especially in military applications.

In terms of determining the adversity in the implementation of offshore au-
tonomous systems, there was a lack of international legal regulations enabling the
implementation of these technologies and doctrinal documents defining the develop-
ment directions of maritime autonomous systems at the state level. Introduction
of the above regulations would allow us to focus research into the development of
these systems.

The ethical problem indicated during the expert interview was then developed
during the focus meeting. However, no solution was presented to solve this problem.
These problems undertaken in popular science literature remain unanswered. Alt-
hough reality is increasingly asking open questions about ethical problems about
autonomous systems. The currently discussed UBER semi-automatic vehicle accident
is an example of how a single incident can slow down the development of autono-
mous technologies. Ethical issues remain unresolved. As a result of expert research,
it is also difficult to determine the perspectives for the development of autonomous
technologies in the aspect of moral dilemmas.

In summary, it should be stated that the development process of offshore
autonomous systems, due to the significant advantage of benefits over obstacles,
will be continued at an intense pace. The development of these technologies is
much faster in countries with significant economic potential, navigation technolo-
gies and communication. It is focused on the development of maritime economies
like China and the USA.

In countries with lower potential, research is being carried out. However,
their use in the first stage will be limited only to activities within these countries.
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The development of marine autonomous systems in military applications

will likely encounter organizational, technological and mental obstacles. This will

likely be the cause of significant delays in the implementation of these technologies

as compared to commercial applications.

Activities undertaken so far to develop autonomous marine technologies raise

in the field of international civil-military projects are insufficient. The most important

recommendations in this area are listed below:

1.

62

Activities promoting the development of autonomous marine technologies in
research centers should be considered disappointing, its should be intensified
by promoting the idea of implementing the above-mentioned technology.

. Promoting activities to be carried out especially in the environment of maritime

safety authorities, which will affect decisions regarding the directions of moderni-
zation of the state’s maritime security systems and the departure from the classic
non-autonomous solutions. Despite the occurrence of skepticism and avoiding
controversial decisions related to a strong military lobby promoting classic solu-
tions (e.g. purchase of F-35 aircraft).

. Design work should be carried out in the field of autonomous marine technologies

in military applications, which will allow to significantly reduce the construction
and operation costs of vessels, and eliminate the safety hazards for floating crews,
which will be a more advantageous alternative to classic solutions.

. Further research into the development of autonomous marine technologies

should be carried out using the intensive development of unmanned aircraft
technology (drones) and communication technologies (5G).

. Conduct further research on threats related to maritime piracy, i.e. taking over

vessels and kidnapping crews for ransom and costs of organizing physical pro-
tection of vessels. The introduction of autonomous marine technologies will avoid
these kinds of threats due to the lack of crews and physical control elements of
vessels. This solution will significantly reduce the operating costs of vessels.

. Design work enabling the development of autonomous marine technologies

should be closely related to the development of port infrastructure enabling
the acquisition of a vessel at the entrance to the port (ILS — instrument landing
system, radio navigation system, assisting in aviation).

The variety of problems related to the introduction of autonomous technologies
requires the organization of cooperation between scientific, industrial and state
institutions in many areas, including in the area of safety of crews, vessels and
sea traffic.
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8. There is a necessity to establish an initiative to create a project combining scientific,

[4]

[5]

industrial, design centers of vessels and other, in order to conduct research to solve
technological, economic, social and legal problems enabling the further develop-
ment of military autonomous marine technologies.
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PERSPEKTYWY SYSTEMOW AUTONOMICZNYCH

W ZASTOSOWANIACH WOJSKOWYCH

STRESZCZENIE

W dziedzinie komunikacji na ladzie i w powietrzu stosuje sie rozwigzania umozliwiajace funkcjo-
nowanie urzadzen w petni lub cze$ciowo autonomicznych. Trudno jednak wskaza¢ na podobne
wyniki w odniesieniu do morskich systeméw autonomicznych, szczegdlnie w zastosowaniach
militarnych.
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W artykule sformutowano perspektywy rozwoju morskich systeméw autonomicznych w aplikacjach
militarnych z uwzglednieniem osigganych korzy$ci, wymagan i ograniczen rozwoju. Szczegélnie
duzo uwagi poswiecono problemowi zapewnienia bezpieczenstwa morskich systeméw autono-
micznych. Wskazano na wyrazng poprawe stanu bezpieczenstwa przy ich zastosowaniu, koniecz-
nos$¢ réwnolegtego rozwoju technologii zabezpieczajacych funkcjonowanie morskich systeméw
autonomicznych oraz na brak miedzynarodowych uregulowan prawnych umozliwiajacych imple-
mentacje tych technologii.

Sformutowany w artykule katalog rekomendacji wskazuje na koniecznos$¢ realizacji wspoélnych
miedzynarodowych projektéw cywilno-wojskowych w zakresie rozwoju autonomicznych tech-
nologii morskich i w sposéb krytyczny charakteryzuje dotychczasowe dziatania podejmowane
w tym obszarze.

Stowa kluczowe:

systemy autonomiczne, badania, wymagania.
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