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Abstract. Internet shopping is one of the main pillars of electronic commerce.
According to the literature, the Internet Shopping Optimization Problem (ISOP)
has been defined in order to optimize the global cost of online purchase, taking into
account both the cost of products and shipping. In this study, it was decided to
propose and analyze a very interesting, and really substantial, extension of the ISOP.
Namely, trust factors were subjected to careful analysis from the customer point of
view. The analysis is based on a specially prepared questionnaire, supplemented by
the information from the literature and our own observations. Thus, it was possible
to propose a definition of a new mathematical model of the problem, and to prove
its affiliation to the class of strongly NP-hard problems. In addition, the heuristic
algorithm is proposed, which can be used to solve the problem.

Keywords: Internet shopping, e-Commerce, Trust factor, Applications of combi-
natorial optimization

1 Introduction

The adoption of online shopping by the users has been increasing steadily over the
years. According to the study conducted by comScore for UPS [11] it reached the
astounding figure of $213 billion in 2013. Another survey conducted by Cisco with
respondents from US, UK, China, Brazil and Mexico [14] states that eight of ten
consumers from the markets of the aforementioned countries shops online, with the
demographics groups from 18 to 29 and 30 to 39 in the lead.

In the future, this tendency will continue thanks to the emergence of the new online
markets, especially in Asian countries, such as India [29], Indonesia [31], Taiwan [34],
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Jordan [1], Iran [12], Malaysia [3], etc. that offer a very interesting growth potential
due to their large populations and relatively low e-commerce penetration rate. The
advantages of purchasing products online for the client include that for them, it is not
necessary to physically commute to a shopping mall or retail store, and that there is
a wider range of options from where a customer can buy a product, which leads to
lower prices, also with the emergence of mobile payments that offer additional conve-
nience and security as perceived by the customers [27]. Also recently, thanks to the
improvements in the delivery service, it has become possible to order perishable items
such as food and groceries, which could eventually lead into a better management of
this kind of products. This change from the supermarket to more efficient warehouses
with better technology to preserve the food will hopefully translate into a reduced
waste of this kind of resources in the near future [36].

When it comes to the seller, the main economic benefits include that it can reduce
significantly costs associated with leasing and hiring of personal to help them to run
the business. Also, as the phenomenon of e-commerce is relatively new and usually
deals are based on different countries than the place of client’s residence, they enjoy
more liberty of action compared to their physical counterpart. Those conveniences
for both clients and sellers that arise from e-commerce have made the number of
online stores increase steadily. As for the sellers it is more convenient to join an
existing online market or deploy their own website where they can offer their products.
However, as convenient as this may sound, this convenience for the vendor can become
the inconvenience for the customer. As mentioned before, more competition means
lower prices, but also means that the customer can become overwhelmed with a huge
number of options that makes it very difficult for him to get the best possible deal.
This problem was initially modelled as the Internet Shopping Optimization Problem
by [7] which was inspired by the work of Wojciechowski and Musial [32]. Moreover, it is
worth noticing the collaborative approach that a coalition of shoppers can implement
as a strategy to buy at the lowest costs [23].

Other concerns for most users that arise from e-commerce include the laxity of
the regulations, which makes it easier for some untrustworthy or malicious sellers
to deploy their own online stores. They facilitate user’s lack of security that they
experience when they provide their personal data and financial information in order
to complete a transaction and the inability to inspect the items or try them before
making the purchase [19].

With so much at stake, clients usually prefer to sacrifice better deals that are
offered by less reputable sellers, to buy a more expensive product, offered by a known
and trusted store with a higher rate of repurchase and better prestige among other
consumers [35] [18]. Considering this behavior observed among most customers of
online stores, we decided to extend the Internet Shopping Optimization Problem to
include a rating for each e-commerce to additionally obtain the best possible price for
a given shopping list, give the customer a set of options based on the reputability of
the stores from a lower to higher risk.

The paper is organized as follows. Section 2 entails a literature review. The
following Section 3 presents a survey with a detailed analysis and discussion on the
answers and the results. Section 4 defines a new problem with its mathematical model
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definition, while Section 5 proposes an algorithmic approach to solve the problem.
Conclusions (Section 7) summarizes the paper.

2 Literature Review

Price comparison sites had existed before the Internet Shopping Optimization Prob-
lem was defined. However, those kinds of online tools focus only on one item at a
time, making it difficult to optimize the total price of a given shopping list by not
taking advantage of discounts offered by stores on bulk purchases and delivery op-
tions [21]. Another concern that arises is that some of the price comparison sites are
sponsored by private companies that have agreements to prioritize their own online
shops or those of their partners.

The Internet Shopping Optimization Problem where a client wants to purchase a
shopping list with a set of online stores that offer them with a minimum final price
was initially proposed in [7]. Formally it was defined as follows:

A single buyer is looking for a multiset of products N = {1,...,n} to buy
in m shops. A multiset of available products N;, a cost c¢j; of each product
j € Ny, and a delivery cost d; of any subset of the products from the shop to
the buyer are associated with each shop I, I = 1,...,m. It is assumed that
cji = oo if j € N;. The problem is to find a sequence of disjoint selections
(or carts) of products X = (X1,...,X,,), which we call a cart sequence,
such that X; C Ny, [ =1,...,m, U”,;X; = N, and the total product

and delivery cost, denoted as F(X) := Y ", (5(|Xl|)dl + X iex, cjl), is
minimized.

In the paper it was proven that the problem belonged to the NP-Hard set by con-
structing a polynomial transformation from the Exact Cover by 3-Sets Problem (X3C)
[15], where they also proposed polynomial time heuristics for the problem, one that
focuses on enumerating all the possible selections of the shops that contain all the
products in the shopping list, choosing the best selection [33] and the second enu-
merates for each product all the stores where it is available and selects the best shop
sequence that minimizes the total cost [8].

The Internet Shopping Optimization Problem has been extended from its initial
conception to include some of the most common features or situations that are present
in real case scenarios. These variants of the problem include price sensitive discounts
[5, 4, 25] and dual discount functions [6] that offer discounts over the total price of a
given shopping list and the latter adds a discount over the total delivery cost based
on the total cost of the products, a practice that is common among retail and online
stores. Further evaluation of the ISOP with its optimization can be found in [20] and
[24].

Another feature states, according to a survey conducted by the Nielsen Company
[10] made with more than 27,000 online consumers from 55 markets around the world,
that users of e-commerce platforms value the opinions and reviews of previous cus-
tomers as a decisive factor in a possible acquisition of a product from a store. Zhang,
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ulation. - percentage of population).

Cheung and Lee [37] examined interesting problem (question) of how inconsistent
reviews play a role in consumers’ online shopping decision.

Flanagin et al. [13] addressed the use of ratings problem to evaluate various online
sellers and how the clients use them to select those online stores with better reputation
to acquire their products. The use of those metrics can help to develop a system where
a potential buyer can buy a list of products from reputable online businesses at the
best cost.

3 A Survey

When preparing ISOP model with trust analysis we decided to support it by the liter-
ature [9] and our own observations. Therefore, a survey was prepared to complement
with already mentioned information. The survey was carefully prepared. The goal
was to receive answers to the most important questions regarding trust that a cus-
tomer can bestow in sellers when shopping online in the Internet stores. We managed
to gather 168 filled surveys. Afterwards, they were thoroughly analyzed [30]. The
answers indicated in the survey allow to observe the following findings:

Almost 80% of respondents stated that the price is the key factor when choosing
a store during their Internet shopping. This result is quite obvious and leaves no
discussion. It is general knowledge that no matter what kind of products are tackled,
price is an important factor. Especially when we look at the Internet shopping market
where many offers from different stores are accessible from our own computer and
sometimes visible at the same time. Just for a slightly less than 20% of participants,
delivery time is an important factor. On the one hand, this observation could be
surprising. However, very often we state quality, ratings and price over one additional
day or two spent for delivery. Therefore, 137 people answer that delivery time is not
an important factor. For 60% seller reputation will be very important / key factor.
Figure 1 presents the percentage of yes/no when questioned about key factors when
shopping online.
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Figure 3. Different important aspects when a customer gathers information about
seller.

Is numerical-based shop rating important? Do customers pay attention to it? 71%
said “yes”. This results can be connected with the next question on sellers general
opinion / renown (gave by other customers). Is it important, and how important?
Exactly for 159 persons (which reflects a vast group of 95%) the opinions on shop
are either very important, or significant. Just one person is not pay an attention to
it. All in all, these two questions showed that when shopping from online stores we
totally rely on other people that we often do not know. We find this as one of the
most important conclusion from this survey.

Very often shops are marked by some graphical rating (e.g. stars). Only for 32%
of respondents this factor is important. How it could be explained? Graphical ratings
are much less accurate than numbers. Moreover, there is no strict rule how the sellers
receives another mark, and under what requirements. In general if something is blur
then it is less interesting for us. However, 32% is not a low percentage and that is
why graphical ratings could be a very good supplement of the most crucial numerical-
based rating and opinions (one should remember that the importance of this factor
was marked by all the people). As a complementary results one can notice that 75%
of respondents read the opinions written by other customers. This means that we
prefer to spend some extra time (checking ratings is just the second compared to
reading opinions) to get more detailed information about shops / sellers. What one
would expect, but maybe not so obviously, is that people are not devoted to the
local (their domestic country) shops. Only for 21% local (national) shops are more
interesting. This could be connected either to some kind of a local support approach,
either to some kind of fear / apprehension - delivery from other country, additional
taxes, warranty aspects, etc. What was a little bit surprising is the fact that 38%
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of people who filled the survey stated that the length of the service of a shop is an
important information regarding a seller. We did not expect that so many people
would appreciate this fact. Nonetheless, it is obvious that the shops work experience
increases its value / reputation (of course if the reputation is supported by positive
opinions). It also appears that both wide variety of shipping and payment methods are
not so significant. Only for 23% and 18% respectively of people it makes a difference.
Please follow Figure 3 for the combined representation of the important aspects.

Our impression from the real life observations, as well as some known facts from
the literature and general opinions is that people do not support sellers who are
charging high for the delivery (who propose noticeable higher rates for the delivery
than rest of the market). Surveys answers support this thesis. More than 2/3 (69%) of
respondents state that they resign from shopping if delivery prices are too high, even
if the prices of the products are appealing. We find this as a very important result
and observation. How it could be explained? If one has to pay significantly more for
the delivery than its market price he/she feels cheated. Immediately, a customer loses
the interest and even the low prices of products do not encourage him to shop.

What should be the minimum sellers rating not to lose customers attraction?
Rating below 5, in the 1-10 scale (measuring precision at 0.5) is suitable just for 3
persons (1,8%). Rating of 5 is enough only for a very small group (2.4%). The second
step is rating equal to 6. Shops with at least 6 already facilitate interest of 5.4%
of respondents (we are not counting here a previously mentioned person). Another
4.2% stated than the rating should be at least 6.5. Let us stop for the moment
here and make a sub-summary. Shop that gather almost 2/3 of the maximum grade
(we can see that for e.g. hotel booking systems it is already not a bad mark) are
interesting just for 13.8% of customers. Continuing the analysis one can see that
19.0% of respondents need not less than a numerical rating of 7. Moreover, 16.1%
declare that the sellers rating should be at least 7.5. The biggest group of respondents
(exactly 26.1%) wished to see rating 8 or more. For about 8.9% shops with at least
8.5 score will be trustworthy. A very high rating of at least 9 is obligatory for 12.5%
of respondents. Rating of 9.5 and 10 is necessary for 0.6% and 3.0% respectively. The
result dispersion is very, let us say, clean and stable. One should notice that 3 biggest
groups support three neighboring rating values (7, 7.5, 8), which covers more than
61% of the people. Two additional remarks are worth mentioning. Shops with almost
2/3 of the maximum grade are interesting for just 13.8% of customers. And secondly,
more than 16% accepts just top ranked stores (with a mark 9 or more). In general it
shows that people have very high requirements in case of reputation / rank. Figure
2 illustrates present results, which are of the normal distribution shape.

Almost 73% of people will discredit sellers with a number of strongly negative
opinions, even if they constitute a substantial minority. This shows that one bad
opinion has much stronger weighted value (negative) than a positive one.

Very interesting aspect was a key question regarding the relation of price to rating
calculation. 82.8% of respondents are eager to pay more for the products bought from
the sellers with a good reputation. The biggest group (of more than 36.3%) can pay
additionally 10%. A little bit smaller group of 31.0% declare to overpay 5% for this
comfort. 12.5% can pay 20% more, 2.4% declared to spent even 30% more to have
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conveniences of renown seller. One respondent (0.6%) can overpay the standard price
by an unbelievable 40%. However, one should notice that 17.2% don’t want to pay
any additional sum.

36% of respondents will resign from shopping if the seller does not support their
favorite shipping method. However, at the current Internet shopping market many
stores and competitors offer similar, wide choice of shipping methods.

Last question was about customers own opinion (based on previous shopping or
just on the feeling about a store). Answers distribution is almost the same as at the
question regarding general store opinion - A huge group of 90% declared that their
own opinion is either very important, or significant. Just for 7% it is not important
at all (for the last 3% is less important).

Price is still one of the most important factors, however, we are sure that trust,
reputation and the voice of customers are the most crucial. Clients are eager to pay
significantly more (10-30%) for the products from the well-rated sellers with flawless
(or almost flawless) reputation.

Demographical Data

Below one can find demographical data of the respondents.
e Sex: 99 males, 69 females.
e Education: 73 secondary, 95 higher.

e Age range: number of representatives; <18: 2; 18-25: 92; 26-35: 58; 36-45: 13;
56-65: 2; >65: 1.

e Inhabitancy: number of representatives; village: 18; small town: 10; 10-100
thousand city: 29; 100-500 thousand city: 36; 500-1000 thousand city: 50; > 1
million city: 26.

4 Problem Formulation

Internet Shopping Optimization Problem arises when a customer wants to buy a
number of products from Internet stores. Each desired product is offered by specific
stores. Moreover, the shipping cost should be paid individually for each seller (flat
rate for the most basic version of the problem). The original nature of the problem
makes it very interesting and significant for current e-commerce. However, it was
mentioned at the beginning of the paper that trust and confidence are very important
when shopping online and this factor was completely omitted in the original ISOP
discussions. We decided to build a new, more sophisticated model, which reflects
real shopping situations more accurately. Trusted Internet Shopping Optimization
Problem (T-ISOP) is presented in the following way:
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where all the variables and symbols are described in Table 1.

Table 1. Table of notation

Symbol Explanation

number of products to buy

m

n number of shops

i product indicator

J shop indicator

d; delivery price for all products from shop j

Yj usage indicator for delivery price from shop j

Dij cost of product ¢ in shop j

Tij usage indicator for product 4 in shop j
OPay; overpay trust function for shop j

v trust veto factor for shop j

After analysis of the literature (Section 2), the survey (Section 3) and gathering
own experience the above general model could be presented in the following way (es-
pecially when we tackled two new functions, overpay (OPay) and veto (v)). One
should notice that the above equations optimize the process of shop selection. When
it is done, a customer will be charged for basic prices where the trust factor does
not count - 3" | 3T wiypiy + 3.5 yid;. Both OPay function and v factor can be
constructed according to the specific requirements. Function (OPay) represents com-
bined trust factors and their impact on the price. Function returns values between
1 and mazOp and reflects the cumulative trust overpay value - how much customer
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can pay additionally (Opay x 100%) to buy products from a store with a very good
reputation / rank. In theory maxOp — oco. However, this is obviously a very im-
probable situation. The Survey (Section 3) answers show that the mazOp value for
all the population was 1.4 (= 40% more expensive - and that value was acceptable
just for one person). OPay function should be presented in the more detailed way.
One should notice that we already described (Section 3) many factors that are im-
portant to customers (their general trust). General trust factor has an influence on
the customers’ decisions and very often they prefer to pay some extra for the desired
products when shopping from trusted stores. OPay function can be modeled as:

OPuay; = overprice; + Others; Vj e N (9)
Others; = dT'ime;; * isL; * dur; x payR; * dOpt; Vi€ M,Vje N (10)

where overprice factor is calculated for each store j to present what is the overpay
value dedicated to the shop. dTime is the delivery time, ¢sL asnwers the question is
the seller is local (same country), dur is the seller’s seniority, pay R describes paymenet
options range and dOpt is delivery options range. In the future this function (like
both OPay and veto functions) will be personalized to the user. This personalization
process can be realized as a decision-aided questioner tool. For the general user pur-
pose one can use data gathered from the survey and literature to prepare some default
instance of the model values. Seeing that the most important factors are ratings and
prices the overprice factor will be prepared as follows. One should create a matrix
of rating / overpricing values pairs. All values pairs should be calculated according
to the data. Moreover, average value and standard deviation will be calculated. For
the normal distribution, the values more than two standard deviations from the mean
(n—20, p+20) will be cutoff leaving for the analysis 95.45% of the population (pairs),
that will be included to the model and use accordingly with their calculated normal
distribution.

The veto factor returns just two values, a negative (no veto) one that equals 1 and
a positive one (veto) equals co. When it is positive, the offer should not be considered
since a customers have some serious reservations to this seller. One should remember
that the v factor could be personalized following a customer’s requirements and could
be modeled as:

v; = ratj x del; * neg; * dForm; Vje N (11)
rat;,delj,neg;,dForm; € {1,00} Vje N (12)

where rat is the seller’s general rating. del answers the question regarding delivery
options range, neg is the influence of negative opinions and dFrom is the delivery
forms range.

Problem 1. The basic ISOP problem [7] can be transformed to the T-ISOP.
Statement 1. The T-ISOP is NP-Hard in the strong sense.

Proof. Let us consider the situation for which both overpay trust function (O Pay) and
trust veto factor (v) equals 1 for every single shop j (V7_;OPay; = 1, V}_jv; = 1).
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Therefore, there is possible 1 to 1 transformation from the basic ISOP problem.
Furthermore, the T-ISOP is NP-hard in the strong sense and there is no polynomial
(¢ - Inn)-approximation algorithm for an T-ISOP problem, unless P = N'P. O

5 Algorithms Solving the Problem

The results of the conducted survey showed that in most cases users value more rep-
utation, that is based on solid security features on payment methods, the consistency
of the quality of the products as displayed on the online store with those received by
the user, and efficient delivery options, as well as the total cost of the shopping list.

The previously described situation can be noticed where stores, with lower rep-
utation overall, try to lure new customers by reducing costs in contrast with more
reputed and trusted sites that can afford to maintain or raise the costs of the products
that they offer. In this case, the stores which offer the same prices of products and
delivery options, the shop with the lower reputation could be safely vetoed, as it does
not affect the outcome for those who prefer a lower total price of purchase over the
rating of the stores selected.

An initial approach that could be applied to solve this variant of the ISOP that
takes into consideration the reviews given by other clients is the use of a Genetic
Algorithm (GA). This method is inspired by the natural process of evolution by the
natural selection that was described by Charles Darwin in 1858. The current form of
the GA was formalized by John Holland in de decade of the 1970’s [17] as shown in
Algorithm 1.

The GA starts by generation a population of random solutions, then it enters a
loop that ends when a termination condition is met, usually a maximum number
of generations. Inside the loop, two individuals pl and p2 from the population are
selected by a selection method. The selected individuals or parents are combined
with a crossover method to produce a new solution or of fspring. The of fspring
is perturbed by a mutation method and its fitness is determined. If the fitness of
the of fspring is better than the fitness of the worst solution in the population, the
of fspring replaces it. When the termination condition is met, the best solution from
the population is returned and the G A finishes its process.
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Algorithm 1 Genetic Algorithm (GA)

1: Initialise population with populationSize random solutions
2: while currentGeneration < maxGenerations do

3:  Select pl and p2 from population by selection()

4:  Obtain of fspring by applying crossover() to pl and p2
5. Apply mutation() to of fspring

6: Evaluate fitness() of of fspring

7 if of fspring is better than worst then

8 Remove worst from population

9 Add of fspring to population

10: end if

11: end while

12: return best from population

6 Experimentation and Results

The experimental data set consists of the two sets of 10 products and 20 stores 10n20m
(10-20-1125, 10-20-1343, 10-20_1729, 10-20-2094, 10-20_3596, 10-20_4069, 10_20_4186,
10.20_4590, 10-20_5339, 10_20_5721) and 20 products and 20 stores 20n20m (20-20_1085,
20-20-1207, 20-20_1413, 20-20_1535, 20_20_1817, 20-20_2321, 20_20-2329, 20-20_3361,
20-20-3869, 20-20.4207) that can be found in the IShOP project website®.

The last number of each instance name was used as the seed to generate normally
distributed random numeric ratings for each store, with an average value of 7 and a
standard deviation of 2.

Three veto values (3,6,9) were used for the experimentation. Stores with a higher or
equal value to the veto are considered in the purchase of the products on the shopping
list. The veto value of 0 was used as a control where all stores were considered,
independently of their rating.

The overpay function T was defined with the following values:

prodCost(x) * 1.0,  if 0 < rating(x
prodCost(z) * 1.05, if 1 < rating(z
T(x) = { prodCost(z) 1.1, if 4 < rating(x
prodCost(x) 1.2,  if 7 < rating(z
) (

VAN VAN VAN VAN VAN
>—*©\1>4>>—‘

—_ D

prodCost(x) * 1.3, if 9 < rating(x

where x represents a store, prodCost(x) the products of the shopping list that were
purchased in the store x, and rating(z) the rating that the store z has according to
other customers.

Thttp://www.cs.put.poznan.pl/ishop/
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The population of the GA was set to 50 individuals, with a maximum number
of 25,000 generations. The selection operator used was the Binary Tournament Se-
lection. The crossover operator used was the Integer Simulated Binary Crossover,
with a crossover probability of 0.9, and the mutation operator used was the Integer
Polynomial Mutation, with a mutation probability of 0.05. There was no time limit
for solving the instances in the computational experiment.

Table 2 shows the results of the computational experiment, the first column shows
the different veto values considered. For each veto value and instance set, the accu-
mulated time in milliseconds that took the G A to solve all the instances in an instance
set, the average rating of the stores selected for the final solutions and the average
objective value or total cost of the shopping list of the instances of each set were
calculated.

Table 2. Results of the computational experiment

10n20m 20n20m

Time(ms) 2279 2613
veto =9  AvgRating 9.49 9.42
ov 133.73 330.49
Time(ms) 2085 2493
veto = 6  AvgRating 7.65 7.71
ov 100.51 155.18
Time(ms) 2049 2567
veto =3  AvgRating 5.84 6.72
ov 83.43 157.89
Time(ms) 2209 2594
veto = 0 AwgRating 6.35 6.76
oV 87.59 172.58

It can be observed that the total cost of the shopping list increases with the average
rating of the stores selected, which indicates that the T-ISOP could be modelled in the
future as a bi-objective optimization problem. The experiment should be perceived
as an important initial step that opens wide possibilities for future research, where
the real data collected from the stores can be used to enhance the algorithm design,
optimization and use a more detailed T-ISOP model.

The counterintuitive results among the solutions obtained with veto 0 and 3 can be
explained by the method to generate the ratings, that makes lower values extremely
rare, and the small difference between the overpay percentage on stores with a rating
of less than four.
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7 Conclusion

In this study, we analyzed an extension of the ISOP and formulated Trusted Internet
Shopping Optimization Problem (T-ISOP). Namely, trust factors were subjected to a
careful analysis from the customer point of view. The analysis is based on a specially
prepared questionnaire, supplemented by the information from the literature and our
own observations. Thus, it was possible to propose a definition of a new mathematical
model of the problem, and to prove its affiliation to the class of strongly NP-hard
problems. Many interesting observations and discussion were presented in the paper.

In addition, the algorithm is proposed, which can be used to solve the problem
efficiently. Future work will involve deep analysis of trust factor and combine it
with the optimization of the problem (also from more technical point of view [22]).
Furthermore, it will be inspiring to enrich cloud brokering problem [16] with the
trust factor analysis. Cloud brokering is a vibrant topic and according to our best
knowledge it lacks and suffer from adequate (or even whatsoever) trust and reputation
factors influence on the market.

From the other point of view, an interesting future research idea is to prepare
computational experiments on the basis of real data. Simple decision-aid simulation
tool could be another interesting research point. Moreover, it could be beneficial to
use biology inspired approaches, models [26] and computations [28, 2] to tackle the
problem. Furthermore, both O Pay and v functions could be personalized to the user.
This personalization process will be realized as a decision-aided questioner tool. This
allows to prepare experimental analysis dedicated to each single user accordingly to
his detailed needs and requirements. All these steps, however, require a huge amount
of upcoming, exciting work.
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