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Abstract: In this paper, the authors analyse the ambiguous political decision to 
ban the major Russian web resources from access to the Ukrainian 
market, in spite of heavy criticisms from local and foreign experts. 
While the supporters of the new internet policy claimed the new 
strategy to be coherent with cybersecurity priorities of the country, the 
opponents pointed out a set of legal and political limitations. Drawing 
on the setting and results of taking a new approach to information 
policy, we describe the fragility of Euromaidan democratic heritage 
and drawbacks of the current political regime. The logical method of 
legal interpretation has been applied to analyse the controversies of 
the current legislation on Russian internet resources restriction. The 
article concludes that Ukrainian post-Euromaidan governance model 
needs to consolidate the efforts in order to prove the commitment to 
freedom of speech as a core European value and replace spontaneous 
actions with an evidence-based approach to political decision-making.
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1. Introduction

The dexterous use of disruptive digital technologies has been exploited in 
the major climactic political shifts: Twitter and Facebook served as platforms 
for exposing political protest and critique of the ‘elites’ from the Middle East 
‘Arab Spring’ to the ‘Trump vote’ of the United States, and protests against 
the kleptocratic Yanukovych regime in Ukraine in 2013 were no exception 
to the new millennium trend (Kerikmäe et al., 2017, pp. 27–42). The initial 
alarm call for protest, now carved in stone on the main square of the Ukrainian 
capital, was posted on the personal Facebook page of the investigative journalist 
and popular blogger Mustafa Nayyem, leaving all the subsequent events for 
history. According to the survey of Euromaidan online supporters, carried out 
by O. Onuch (2015), both self-identified as Russians and Ukrainians named 
Facebook digital tool no. 1 to get in touch and coordinate their actions. The 
choice in favour of the western platform as the main communication channel 
was not random—although Russian VKontakte (international name—VK), the 
most popular Ukrainian social network at the time, was rarely regarded as an 
“online nest” for leading pro-European influencers, it still kept top positions 
for entertainment, political advertising and digital marketing. Even the former 
President of Ukraine, Petro Poroshenko, and his allies in the government, used 
to have “verified” pages in the VKontakte domain. 

However, in May 2017, the Russian Facebook analogue was suddenly banned 
for three years by a decree signed by the President of Ukraine, along with a 
number of other Russian “big fish” internet companies—Yandex (search engine),  
Mail.ru (mail host) and others, with a total sanction list of 450 companies and 
1,200 persons. This decision had been advocated by the President and explained 
by the urge to resolve cybersecurity challenges as well as economic reasons to 
cut the profits of Russian-based corporations, but still ended up in the vortex of 
heated debates on its legality and practicability. 

The main issue is whether such a ban is in accordance with freedom of 
expression. Like many human rights and freedoms, freedom of expression is 
not an absolute right (Kerikmäe & Nyman-Metcalf, 2012, pp. 35–51). Article 
10 of the European Convention on Human Rights permits different kinds of 
limitations, including formalities (such as licensing), conditions, restrictions or 
penalties, prescribed by law and necessary in a democratic society to protect 
valuable interests. The applicability of exceptions has been concretised by case 
law by the European Court on Human Rights (ECtHR).2

2 The ECtHR produces regular reports on its case law related to different Articles of the 
ECHR, see, e.g., ECtHR, 2015. 
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Concerning the methodology, this article traces Ukrainian government’s 
justifications to adapt more restrictive information and cybersecurity policy in 
2017 and analyses the consecutive decision to ban Russian digital giants through 
the lens of logical method of legal interpretation, i.e., checks the coherence 
of the regulation with other binding legal acts, particularly the Constitution of 
Ukraine.

2. Internet and media freedom in Ukraine

The protests against Viktor Yanukovych, the rapidly expanding power of his clan 
and prioritising cooperation with Russia over the EU Association Agreement, 
were also instigated by the continuing pressure on free media, especially TV 
channels, which remained the main instrument of all political communication 
campaigns since the country gained independence. The almost unanimous loyalty 
of public broadcasting companies to the ex-President was easily explained by 
the deal he had concluded with their stakeholders, which left the cable TV and 
social networks to be the main instrument for censorship-free reflections on 
the situation within the country. The situation for media freedom in Ukraine as 
compared with other Eastern Partnership3 countries is that Ukraine is more or 
less in the middle. It is placed after Georgia, Moldova, Armenia but ahead of 
Azerbaijan and Belarus (Reporters without Borders, 2019).

As of 2013, Russian Facebook lookalike VKontakte used to be the most popular 
social media platform in the country, leaving the American original far behind 
and owing the success to free music and cinema hosting along with simple 
marketing tools for small and medium businesses. On the peak of hostilities 
in Donbas, in August 2014, the number of Ukrainian accounts in VKontakte 
reportedly reached 27 million, while Odnoklassniki (another social network, 
targeted at school alumni) gathered 11 million, and only 3 million of Ukrainians 
signed up for Facebook (Yandex, 2014). Russian search engine Yandex used 
to second Google by popularity with 8.5 million of visits versus 12.8 million 
in 2014 (Gemius Global, 2014). When the first protests stroke Kyiv streets, 
VKontakte and Odnoklassniki were utilised both by the protesters and their 
counterparts to mobilise the audience, instantly message friends, launch flash-
mobs, etc. Changing the avatar to a black square would symbolise mourning 
over the Heavenly Hundred and sympathy for the Euromaidan movement, 
while adding a St. George’s ribbon would be a bold anti-Maidan statement. The 
3 For more on Eastern Partnership, please see Kerikmäe & Chochia (2016).
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communities for sharing the needs of protesters and keeping up the spirit have 
been organised on all platforms though—mostly on VKontakte and Facebook. 
This trend has been exemplified by Schreiber and Kosienkowski (2015), 
through the interviews with Russian-speaking Ukrainians from the Eastern part 
of the country, who formed pro-Euromaidan online communities in VKontakte 
and Odnoklassniki, and some deliberately opted for Russian language of 
communication in order to avoid isolating the liberal agenda in the Ukrainian-
speaking segment of Facebook.

When the Revolution of Dignity leaders successfully ousted the Yanukovych 
government, the Kremlin immediately followed with a full-scale military 
occupation of Crimea, inciting “Russian Spring” protests in the Southern and 
Eastern regions, and massive informational campaigns on its state-owned 
TV channels, actively developing the narratives of “civil unrest”, “voluntary 
referendum of Crimea” and “the coup of ultra-nationalist powers” to describe the 
events in Ukraine (Sayapin & Tsybulenko, 2018). The motivation to minimise 
the influence of propaganda has led the interim government of Ukraine to the 
first freedom of speech restriction—blocking the broadcasting of Russian cable 
TV channels throughout the country in March 2014. This decision, approved 
by the National Broadcasting Council, was supported by the majority of the 
population, but at the same time helped the opponents of the government 
to shape the image of the “authoritarian nationalist rule” that “oppresses” 
opposition forces. As a result, those unhappy with the new rule and switching 
back to the pro-Western agenda, became even more eager to connect with their 
like-minded peers through Russophone social media networks, where you could 
both be heard by friends and followers, but also hide your identity and remain 
voluntarily anonymous. The anti-Maidan community in VKontakte has managed 
to unite a quarter million of supporters in March 2014 (Kozachenko, 2014) 
and transform the wave of post-Soviet nostalgia, homophobia, anti-Semitist and 
“anti-fascist” narratives into an influential collective identity, a channel of myth-
creation and spreading fake news for the Russophone opponents of the new 
Ukrainian government. According to the Head of Security Services of Ukraine, 
by 2017, the number of anti-Maidan analogues had reached 800, which anyhow 
did not raise any national-level initiatives to block the respective platforms they 
were operating on until then.
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3. Saying no to Russian web resources:  
cybersecurity or voluntarism?

The disruptive influence of Russian “troll factories” on global politics has turned 
into a major theme of public discourse after the astonishing result of the 2016 
presidential elections in the United States, which has been strongly associated, 
yet not proved, with the external assistance of fake political communities 
and anti-liberal propaganda, organised from overseas. Since its beginning, 
the conflict in Ukraine has been on the frontline of informational campaigns 
from both parties, and the importance of social network activism could not be 
overestimated in the case, at the time when traditional media started losing 
their mainstream status, especially among youngsters. Russia has engaged 
in information warfare in Ukraine in more or less open ways. Television has 
been used but with the increasing importance of the social media, as a lot of 
the campaign takes place there. It has been shown that internet trolls (Lange-
Ionatamishvili & Svetoka, 2015, p. 110) have been used to spread propaganda. 
The New York Times, Novaya Gazeta and other magazines have collected 
credible proofs of state-sponsored “troll bots” in Olgino and other alternatives 
through which Russian government would create fake stories about such 
public figures as Putin, Trump and Poroshenko (see, e.g., MacFarquhar, 2018). 
Despite being divided, the civil society of Ukraine has been very consistent 
in counteracting online disinformation campaigns and multiplied the efforts to 
prevent the manipulations of public opinion on the annexation of Crimea and 
military aggression in Donbas area on all major social media platforms.

Since 2014, Ukraine has introduced wide economic sanctions against Russia, 
later supported by the EU and the US, aimed to posit a pressure on the state budget 
of the country, and to stop the collaboration in the arms industry. Meanwhile, the 
idea to ban Russophone online platforms came out of the blue for most experts, 
as three years into the conflict, digital media were widely used by different 
parties, influencers and other people for private purposes. However, on May 
15, the President of Ukraine, while acting as the head of National Security 
and Defense Council of Ukraine, signed a decree blaming the Russian-owned 
resources to be a threat to national interests in political and economic sense and 
ordered national IT providers to stop supporting internet connection to the listed 
websites. This act has also been supported by the Secretary of National Security 
and Defense Council, Oleksandr Turchynov, who earlier expressed hope to 
defend the principal frontline of hybrid war—the (dis)informational battlefield 
(Turchynov, 2016). 
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Immediate reaction from national and global opinion leaders was mostly 
harsh and only few experts named the decree adequate and proportionate, 
especially given the framework where Ukraine postulates itself as an opposite 
to Russia, a censorship-free country. Although the desire to take action against 
propaganda is well understood and legitimate, the adoption of bans on media 
is nevertheless problematic. Thorbjørn Jagland, the Secretary-General of the 
Council of Europe, has expressed his concerns about the ban as disproportional 
and informed Ukrainian counterparts about the inconsistency of this decision 
with the common understanding of shared European values—freedom of speech 
and free press (The Economist, 2017). Human Rights Watch Ukraine urged the 
incumbent President to cancel the Russian online media block and abstain from 
the attempts to pervasively influence the public discourse in Ukraine (Human 
Rights Watch, 2017).

The public perception of banning Russian web resources has immediately 
divided the society into supporters and opponents with a considerable regional 
bias. According to the survey conducted by the Democratic Initiatives Fund, in 
total, only 28% of Ukrainians supported the President, while 53% were unhappy 
with the digital blockade; anyhow, in Western Ukraine the initiative to defend 
national cybersecurity was supported by the majority of respondents (40%), 
although over one third (35%) would still like to enjoy free access to Russian 
websites despite the threats (DIF, 2017). Later, numerous monitoring surveys and 
research showed that in spite of a large migration to Facebook, Google and Gmail 
services, millions of Ukrainian users easily skip the ban through VPN tools. In 
2019, the new President of Ukraine Volodymyr Zelensky expressed his doubts on 
the reasonability of the ban on Russian web resources, and an interest to collect 
experts’ feedback on the results and further perspectives of the blockade.

4. Legal implications

Striking the balance between national security and freedom of speech has been 
one of the most debated areas for practitioners and researchers, and Ukraine has 
demonstrated different approaches to solving the challenge. Anyhow, the decree 
of National Security and Defense Council has been clearly formulated outside 
the Ukrainian legal framework, and even perceived to be illegitimate according 
to Viktoriya Siumar, head of Parliamentary Committee on the Freedom of 
Speech and Informational Policy (Interfax, 2017). What are the arguments the 
experts and politicians refer to?
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Firstly, the text of the Decree could be summarised to a direct unequivocal 
order to all the internet providers of Ukraine to block a list of websites which 
imposed a threat to national cybersecurity, aiming to extend the list of entities 
under “personal” sanctions, as foreseen by the Law of Ukraine ‘On sanctions’ 
(2014), which does not require any additional approval from the Parliament. 
This position clearly fails to comply with the procedure, as according to the 
aforementioned Law on sanctions, “personal sanctions” are those applied to 
“foreign legal entities, legal entities controlled by a foreign legal entity or a non-
resident individual, foreigners, stateless persons, as well as subjects engaged in 
terrorist activities”, while sectoral sanctions are targeted at “a foreign state or 
an uncertain circle of persons of a certain type of activity”. The latter, according 
to Article 5, can be introduced by the President of Ukraine, but later have to be 
approved by the Parliament in 48 hours upon issuing the decree, which did not 
take place.

Secondly, the role of the National Security and Defense Council in the 
Constitution of Ukraine is defined as “coordination and control over the 
executive authorities”, and the respective law prescribes that the acts issued by 
this authority are mandatory only for public authorities. Since internet providers 
can hardly be classified as public authorities, the issue of their obedience to the 
ban also remains unclear.

Thirdly and most importantly, pursuant to Art. 92 of the Constitution of 
Ukraine, fundamental human rights and freedoms and their guarantees can be 
regulated exclusively by the laws of Ukraine. Access to social networks, search 
engines and mail services are forms to enjoy the freedom of speech, the right to 
entrepreneurial activity, to maintain private correspondence, etc. Hence, limiting 
access to a considerable share of most popular websites could only be put into 
effect by the Parliament, and thus should be regarded as illegitimate even if it 
was strongly supported by the society.

These and other arguments have been listed in the unsuccessful lawsuit of a 
Kyiv student to the Supreme Administrative Court of Ukraine (2017), and the 
online petition to the President to lift the ban on VKontakte, which gathered over 
25,000 votes. In response to the request, the President replied with describing 
the social network as a refuge for Russian-sponsored disinformation campaigns, 
pirate content and communities inciting teen suicides (“Blue Whales”), which 
sounds unpersuasive especially considering the fact that the latter are no more 
than a fresh urban legend, hyped on a wave of moral panic (Mukhra et al., 
2017; Napiorkowski, 2017). Another reason given was cutting the economic 
benefit that Russian companies receive through online advertising in Ukraine, 
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but even the approximate numbers of the profits lost both by the Moscow-
based websites and Ukrainians who used to advertise their goods and services 
on these platforms have not been revealed. Finally, while regulating online 
communication, one should always remember that the existing social networks 
and communities are not fully operating institutions of social life, but rather less 
controlled replications from the real life, hence they can be easily transformed 
in an “eligible” online place, e.g., Facebook.

Fourthly, the Ukrainian legal system also recognises the practice of the European 
Court of Human Rights (hereinafter ECtHR) as a secondary source of legislation, 
which also contradicts with the strategy undertaken towards internet policy in 
2017. The ECtHR practice highlights the importance of careful consideration 
for each incident of suspected national security threat in the case of Christian 
Democratic People’s Party v. Moldova [2010]. In the latter, the representatives 
of the opposition were supported by the Court in the claim that the Government 
of Moldova had breached Article 10 of the Convention when limiting their 
activities for sharing slogans “Down with Putin’s occupation regime”, defined as 
“calls to a violent overthrow of the constitutional regime and to hatred towards 
the Russian people”. The ECtHR explained that even if these mottos would be 
coupled with burning flags or portraits of Russian leaders, they still “should be 
understood as an expression of dissatisfaction and protest” and refused to consider 
these actions a “call to violence”. This logic seems to be somewhat applicable to 
the case of Russian online resources as well—if some malicious communities 
or single users clearly aim to manipulate public opinion with fake news, while 
others simply express negative feedback or support for the government, each 
case of cybersecurity threat should be considered individually by a respective 
agency (security service or a special cyber security police department). Yet, 
the supreme executives seemed to consider cutting out the whole segment of 
the internet a simpler approach, although its results (especially losing scores in 
foreign relations) remind either of a failure to follow the proverb “don’t throw 
the baby out with the bathwater”, or of a disguise to cover another political goal.

From the viewpoint of the best international practice, as supported by the 
ECtHR, any limits on media freedoms need to be based on law, proportional 
and necessary in a democratic society as interpreted in the specific case. Even 
in situations of challenges to security, like for example disputed territories, 
freedom of expression should be protected unless some specific limitation is 
necessary for a concrete, identified reason—and normally for a limited time. 
This was shown in the case of Cyprus v. Turkey [2001], where—although all 
alleged restrictions were not fully proven—the court did condemn limits on 
freedom of expression, even if the content was against the government in power 
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and seen by them as a security risk. The case of (Grand Chamber) Catan and 
others v. Moldova and Russia [2012] concerned the occupation of Transnistria 
from a perspective of culture, primarily education, and implicitly showed that 
media (including minority media) must be allowed to operate freely even in 
occupied territories. The internet is seen by some commentators not only as 
another media channel, but as an essential engine of development (Kelychavyi 
& Nyman Metcalf, 2019). Use of internet can promote a positive change in 
all sectors of the economy (Kerikmäe et al., 2018, pp. 91–112). Together with 
different forms of communication, the internet contributes to the economic 
viability of states (Schwartz, Satola & Bustani, 2001, especially at pp. 488–
490). Also, according to a latest study, free access to social media enhances 
democracy in the developing states (Jha & Kodila-Tedika, 2019).

This leads us to the following question: Why and how was it possible for the former 
President and his allies to adopt this decision without wide public consultations 
and in breach of Ukrainian legislation, which has later not been altered neither in 
parliament nor in court? In our view, the underlying motivation for the blockade 
could be the start of presidential elections campaign of 2019. A year later, the 
then President kicked off the race to keep the chair under the motto “The army, 
the language, the faith”, appealing to his personal achievements in a conservative 
discourse. Thus, the blocking of Russian networks and resources would be fitting 
the security-prone national strategy, where building a liberal multicultural society 
would come second to protecting the country from external challenges to its 
physical and online borders. Due to the slow pace and low-score achievements 
of the judicial reform, the court system of the time is considered to be a weak, 
President-dependent player, functioning in a ‘republic of clans’, a term coined 
with regard to Ukraine by a prominent philosopher M. Minakov (2019).

According to Peter Drucker, culture eats strategy for breakfast (Cave, 2017), 
and it could not be truer for policymaking in many developing and post-Soviet 
states. Unfortunately, as we can see in the case of introducing restrictions on 
Russian websites, the decision makers have skipped the main steps of evidence-
based policy and introduced a decree rather aimed at future individual political 
benefits than a holistic systematic approach to solving external cybersecurity 
challenges. Despite the parliamentary-presidential form of governance, the role 
of the President in Ukrainian politics is far-reaching and in the examined case 
neither the other branches of power and mass media nor the negative feedback 
from strategic Western partners prevented the head of state from adopting a 
controversial decision as a preparation step for building his re-election campaign. 
Thus, the sustainability of the current internet policy can be considered as vague 
and probably subject to review in case of changing the elites. 
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Many have said that truth is the first casualty of war. The worse the crisis that 
a state faces, the more tempting it is to keep information space restricted and 
controlled. Creating or maintaining trust in information is very challenging in a 
crisis (Nyman Metcalf, 2018). Propaganda and various other actions to creating 
confusion, shaping opinion and inflicting damage are important weapons of 
conflict (Lewis, 2015, pp. 39–40). This is becoming more and more important 
as so much of our lives happen on social media channels (Levin Jaintner, 2015, 
p. 88).

5. Conclusions

Open communication is the heart of democracy. The rise of primitive political 
propaganda and disinformation campaigns has imposed a challenge for 
democracies all over the world, and each country has presented its own solution 
on how to strike a sensitive balance between securing national sovereignty and 
guaranteeing the freedom of speech. While the EU upholds liberties and the 
Russian government has used the trend to limit the internet freedom even more, 
Ukrainian government had claimed to follow a liberal agenda but still adopted 
a controversial decision on banning Russian social media.

Based on the findings about the legitimacy of the lack of decision and flaws 
in policy-making procedure, we can conclude that the current strategy did not 
achieve the expected primary result of reducing the amount of disinformation on 
the web, as “troll factories” remain active on other digital platforms, which was 
proved during the presidential and parliamentary elections in 2019. Maintaining 
the presence of Russian web resources, in our view, could not only demonstrate 
the country’s respect towards the freedom of speech, but also facilitates the 
engagement of more people in democratic pro-Ukrainian agenda. Also, in 
order to counter disinformation campaigns, the government could consider the 
proportionate regulatory approaches of Finland and the UK, namely, to ensure 
that accurate legal information is publicly available, to promote digital media 
literacy skills, and to enforce penal legislation on prohibiting hate speech and 
incitement to violence.
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