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Abstract: The work integrates the human error term in the broader concept of human performance
analysis. The main issues associated with human error and human reliability are highlighted step by
step, resulting from the review of literature, from the perspective of the relationship between risk and
safety. To assess the risks arising from human error and to reduce vulnerability of work, methods
derived from the probabilistic assessment of the work safety systems are used. To identify the risks
caused by the human error, the authors propose the Fault Tree Analysis (FTA) method. The paper
reveals the way the method is used for identifying the critical subsystems for the functioning of a given
system and analyzes how unwanted events and their causes arise and occur. Also, a case study that is
investigated throuhg the FTA method and that consists in the analysis of an accident that occurred in

Evangelos Florakis naval logistics base from Cyprus, is presented.
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1. Introduction

The presence of the human factor in
the vast majority of actions and activities is
a certainty, and human error will always be
associated with events that have resulted in
accidents. This relationship is reflected
widely in many specialty publications, the
level of complexity being detailed from
both theoretical and practical perspective
[1, 2]. Pheasant proposes a simpler
definition of human error in the sense of
malpractice [3]. James Reason, one of the
great theorists in this field, defines human
error as a concept that characterizes the
events or a sequence of activities in which
the human factor that is involved does not
meet the target at planned performance
parameters in the absence of unexpected
external disturbance factors [4]. Sanders
and McCormick propose a definition
centered on the effect of human error [5].
Wickens in  turn, emphasizes the
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relationship between the human error and
the associated consequences on safety [6].

The analysis of major accidents in
the light of the views expressed above
reveals the human error as a wrong decision
or an inappropriate behavior. Taylor shows
that in some cases the same action can be
regarded as correct by the person who
performs it and incorrect by another [7].
Problems associated with the wvarious
approaches of the concept of human error
exist in the academic world, demonstrating
its utility for the explanation and
understanding of failures, accidents or
damages. In conclusion, the human error
represents the performing or omitting a
human action, or a psychological state or
activity that may be mis-spectrum with
individual expectations, and/or
behaviours/intentional conditions, and/or
rules or standards, and/or potential or actual
results and/or other ratings.
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2. Human error and human reliability

In its development, the human
society has manifested a high interest for
performance or failure in almost all areas,
and each time the analysis could be done in
compliance with human error. The concept
of human error is a very broad topic of
analysis being used in a close relationship
with the safety and risk terms. The
theoretical approach of the term involves
the use of documented information about
the types of human error. On the other hand,
the practical approach to the problems
associated with human error aims to
identify the mechanisms that underlie the
occurrence of errors.

Human error is often associated with
effects, evidenced by major accidents,
disasters recorded in various fields: nuclear
energy, space engineering, offshore
engineering and, not least, the military,
including that of ensuring logistics. The
magnitude of effects and implications on
human communities or the environment put
us in a position to consider that human error
can lead to extended effects in space and
time. In the organizational psychology and
occupational psychology, in recent years
there have been various studies and
analyzes of human error, which opened new
research directions. These focus on the
relationship human error — performance or
human action failure, geared to predict,
prevent and reduce errors. From the first
steps of man on the moon, the relationship
between performance and correct bias,
reflected by Reason, is a characteristic of
the human activity [4]. It is obvious that the
technological progress made in the last 50
years requires a high volume of
mathematical calculations, estimations and
forecasts, which in turn, under overload,
facilitate loss of data and information,
which are the precursor of appearance and
manifestation chain of errors.

An investigation of a large number
of accidents made by specialists has
concluded that the human error contributed
to the initiation and escalation of

216

catastrophic sequence of events, especially
when the operator had to make decisions in
a very short time. In other situations, the
same analysis revealed that human action
was the only way of defense that prevented
the unforeseen event to turn into an
accident.

Therefore, the impact of staff on a
system  performance  receives  new
dimensions, requiring a new concept called
human reliability, a concept used to
evaluate the influence of human error on
systems. The concept of human reliability is
taken from the technical term reliability,
term that is used today in many ways. From
this perspective, the technical reliability
represents all the qualitative characteristics
of an entity/technical system expressed by
the probability to perform a function
imposed under the prescribed conditions for
a long time, according to the purpose for
which it was built.

In the same way, the human
reliability is the ability of a human entity
(person/ team/crew/organization) to achieve
a set of functions/missions required in given
conditions for a given time. Aware of the
importance of the human factor, the
European Economic Commission gave the
following definition for human reliability:
"body of knowledge on predicting,
analyzing and reducing human errors,
focusing on the man's role in an operation
planning, maintenance and operation of the
system" [8].

Scientific methods used to assess
the human reliability are based on the
assumption that human error, related to the
actions of the individual human operator,
can not provide a precise calculation for the
effects of its impact. Also, the same
conclusions can be drawn after major
accident investigation reports.  Their
analysis will reflect that action errors are
dependent on the broader context in which
they occur and are more suggestive to the
approach performed, being the conditions
variability, as initiation signal/occurrence of
an accident to human error probability.



To assess risks arising from the
human error and to reduce vulnerability of
work, methods derived from the
probabilistic assessment of the safety in
work systems are used [9, 10]. In summary,
the evaluation phases of human reliability
in conditions of a certain system of labour
include: identifying the human error;
assessing the human error in order to
establish the likelihood of errors; limiting
and mitigating human error and initiating
necessary measures for optimizing the
human reliability by reducing the
probability of error. To assess the human
reliability, the following definition, that the
human error relates to an identifiable action,
which may account for an undesired effect,
must be considered [11]. There are
numerous examples, an action outside the
tolerance, a lack of action, while the human
operator's performance limits are defined in
the work system. Studies and research have
been completed by the development of
databases that can be used to determine the
likelihood of human error. This approach
has its limits, based on questionable
assumptions about the human behaviour.
Even if action errors are attributed to human
entities (represented by individuals or
teams), the evaluation is not objective
because quantifiable sizes are missing. In
this case, the human entity regarded as part
of the work is mostly dynamic, and

therefore, human errors are not similar to
those of a technological process.

Figure 1: Decomposition of action method
for human reliability analysis
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The connection between the two
types of errors exists only in algorithmic
behaviours,  whose  performance is
consistently high (air traffic controllers). In
these conditions human action models are
necessary in order to be used for work
systems design or job task analysis [12].

Analysts who study this issue
propose human actions decomposing in
their constituent functions (figure 1). Step
by step these functions are decomposed in
components, for  which  functional
relationships, that will facilitate the
identification of incorrect/errouneous action
that affect human reliability and, ultimately,
will lead to accident, are described. Most
times, for highly complex work systems, the
investigation of human reliability is done
for all stages that involve the human
operator (design phase, operating level and
management). The human error has a
significant role in all stages of the life cycle
of a work system.

3. Fault Tree Analysis (FTA)

One of the techniques often used in
risk analyses, which implies the presence of
the human factor, is the Fault Tree Analysis
method (FTA). The Fault Tree is a
calculation scheme constructed in relation
with a state of failure (undesirable event
such as an accident, damage, etc.), also
known as a peak event.

The analysis is used to identify the
most critical subsystems in the functioning
of a given system or to analyze how
unwanted events and their causes arise and
occur. In most cases the Fault Tree Analysis
is based on the results that allow the
identification of potential possibilities of
failure and assessment of their impact on
the functioning of an entity (system, plant
and equipment). FTA is used to improve
operational safety by early phases of design
of complex systems, and can be expanded
to safety analyses of labour.

Starting from the top event
established a priori, its causes or possible
failures are being sought. Possible



malfunctions of the system are identified
step by step, moving from the upper level to
the lower levels. At the basic level,
identified causes represent the failure
modes of components. Relations between
the causes of events are summarized and
visualized in a flowchart. Symbols,
terminology and technique used in the
construction of a Fault Tree are presented in
detail in the literature [10].

4. A Case Study: the explosion at
Evangelos Florakis naval base in Cyprus

What happened?

The explosion at the Evangelos
Florakis naval base in Cyprus was the
biggest peacetime military accident recorded
by NATO. The incident occurred on 11 July
2011 when 98 containers filled with
explosives, stored outdoor for more than 2%,
years under the scorching Mediterranean sun,
exploded. The explosion killed 13 people
and another 62 were seriously injured.
Following the explosion, hundreds of
buildings, located near the naval base,
including the largest power plant in Cyprus
were damaged. Following the accident, the
entire country remained without electricity
and the total damage was estimated to more
than 2 billion €.

The accident mechanism

A set of factors had contributed to
the mechanism that caused the accident.
These factors were assigned to wrong
decisions and actions taken by the human
factor. The main factors that caused this
accident were: acceptance from Cypriot

state to take the ammunition despite the
lack of a management plan (the first and
most important factor); storing ammunition
in the sun, outdoor (second factor); the
refusal of Germany, the United Kingdom
and the United States’ intentions to manage
or destroy ammunition (third factor).
Another factor was the climate in Cyprus:
the regime of humidity and high
temperatures have led to degradation of
munitions and  primed  detonation
mechanism.

Construction of the Fault Tree
Analysis (FTA).

The Reliability Block Diagram
(RBD)

The Fault Tree Analysis, built in
figure 2, shows that there were three main
factors that triggered the disaster: (1) the
acceptance of the Cypriot state to take
ammunition and the refusal of removal and
destruction offers, reflected by the lax
policy in relation with NATO; (2) keeping
ammunition  outdoor, facilitated by
inefficient management of the problem
from the military perspective; (3) containers
explotion, due to lack of supervision of
ammunition and lack of a viable firefighting
plan.
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Figure 2: Fault Tree method applied to the Evangelos logistics base disaster
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The RB Diagram (figure 3) results
from the Fault Tree Analysis, in which each
logical AND gate is distributed in a parallel
structure and each OR gate in a series of
structure.
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Ineftective military

management

Keeping ammunition outdoor
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Containers explosion

Figure 3: Reliability Block Diagram for
Evangelos disaster

In the Block Diagram sequences 1
and 3 have the highest vulnerability and,
consequently, the greatest contribution to
Evangelos disaster. The analysis of the

accident shows that the human factor was the
main cause that led to the disaster, although
causes that initiated the fire were not
identified.

Negligence and mismanagement
(political and military) have led to
Evangelos disaster.

5. Conclusions and Recommendations

The paper highlights the key role of
the human factor in managing all processes,
production, service sector or activities with
special character (military, in this case). The
human reliability analysis must be phased
for the entire lifecycle of a product or
process, from the design stage and then
production to operation and maintenance
phase. The FTA method can be used both to
improve the operating safety, yet at the
design of complex technical systems and
security analyses of labour. Research on the
human reliability will be continued by the
authors towards increasing the operational
safety and the risk management.
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