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A FRAMEWORK FOR TRANSLATING A
HIGH LEVEL SECURITY POLICY INTO
LOW LEVEL SECURITY MECHANISMS

Ahmed A. Hassan — Waleed M. Bahgat =

Security policies have different components; firewall, active directory, and IDS are some examples of these components.
Enforcement of network security policies to low level security mechanisms faces some essential difficulties. Consistency,
verification, and maintenance are the major ones of these difficulties. One approach to overcome these difficulties is to
automate the process of translation of high level security policy into low level security mechanisms. This paper introduces
a framework of an automation process that translates a high level security policy into low level security mechanisms. The
framework is described in terms of three phases; in the first phase all network assets are categorized according to their roles
in the network security and relations between them are identified to constitute the network security model. This proposed
model is based on organization based access control (OrBAC). However, the proposed model extend the OrBAC model
to include not only access control policy but also some other administrative security policies like auditing policy. Besides,
the proposed model enables matching of each rule of the high level security policy with the corresponding ones of the low
level security policy. Through the second phase of the proposed framework, the high level security policy is mapped into
the network security model. The second phase could be considered as a translation of the high level security policy into an
intermediate model level. Finally, the intermediate model level is translated automatically into low level security mechanism.

The paper illustrates the applicability of proposed approach through an application example.
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1 INTRODUCTION

Today networks are complex connections of resources
that are often difficult to be managed effectively. That
leads to the corporate network consists of many individ-
ual network security components such as firewall, active
directory, Intrusion detection system etc. Each security
component has its own policy and enforcement mecha-
nisms. Also, each security policy has many types like ac-
cess control, and auditing. Enforcement of each network
security component policy to low level security mecha-
nisms is a very difficult task for some reasons. First, secu-
rity policy may be ambiguous that leads to the incorrect-
ness of its translation into low level mechanisms. Second,
the security policies may conflict with each other. Third,
policies are quickly become obsolete, thus maintaining se-
curity policies is never-ending and time consuming. Fi-
nally, there is no way to assess the implemented security
mechanisms with respect to the proposed security pol-
icy. To overcome these difficulties, this paper introduces
a framework of an automation process that translates a
high level security policy into low level security mecha-
nisms. The proposed framework is described in terms of
three phases; in the first phase, all network assets are cat-
egorized according to their roles in the network security
and relations between them are identified to constitute
the network security model. Through the second phase,
the high level security policy is mapped into the network

security model identified in the first phase. The second
phase could be considered as a translation of the high level
security policy into an intermediate model level. Finally,
the intermediate model level is translated automatically
into a vendor-specific security mechanism. The proposed
model is based on organization based access control (Or-
BAC). However, the proposed model extend the OrBAC
model to include not only access control policy but also
some other administrative security policies like auditing
policy. Also the proposed model introduces modularity
of the high level security policies to the corresponding
unique low level policy.

The remainder of the paper is structured as follows:
In Section 2 we discuss related work. In Section 3 we
introduce our proposed framework for the automation of
security policy. In Section 4 we illustrate the applicability
of our framework through an application example. The
paper is ended with a conclusion and future work.

2 RELATED WORK

There are two approaches to automate the implemen-
tation of security mechanisms; the requirement engineer-
ing approach and the policy based approach. In all work of
the requirement engineering approach, researchers try to
add security features to existing models like UML, TRO-
POS, etc. These models are not native security models,
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so they model the security policy locally not from global
view of thinking. Besides, their work did not support au-
tomating the translation of high level security policy into
low level mechanisms. For these reasons and space limita-
tion we will focus in presenting the related work in policy
based approach. The policy based researchers work can
be classified into model driven policy based approach and
policy specification languages. In the next subsection we
will focus on the researchers work in both approaches.

2.1 Model Driven Policy Based Approach

One of the most comprehensive treatments of secu-
rity policy in networks with many firewalls and distinct
security policies for sub-networks is the Firmato [1-2].
Firmato is a firewall management toolkit with a model
definition language, a model compiler, translating global
knowledge of the model into firewall-specific configuration
files, and a graphical firewall rules illustrator. In Firmato,
the connectivity results of a change have to be computed
off-line and the engine has to be re-run on the changed in-
put. An entity-relationship model is used to specify both
the access security policy and the network topology and
makes use of the concept of roles to define network ca-
pabilities. In this approach there is some mixing between
the net topology and the access security policy to be en-
forced so that the role concept becomes ambiguous. In-
deed, the authors are bounded to introduce the “group”
concept with an unclear semantics; sometimes group is
used to design a set of hosts and sometimes it stands for
a role. This can lead to some difficulties to assign network
entities to the model entities. They introduce notions of
“open group” to authorize inheritance of permissions and
“closed group” to prohibit it. The reason is the fact that
concept of group is not well defined.

Hassan and Hudec have introduced Role base Network
Security (RBNS) model [3] that can be used as an inter-
mediary level between high-level policy form and low-level
firewall rule-base. The main concept of RBNS model is
that network services are assigned to roles and hosts are
made members of appropriate roles thereby acquiring the
roles’ network services. The authors keep from the RBAC
model only the concept of role. Indeed, the specification of
network entities and role and permission assignments are
not rigorous and does not fit reality. In particular, (1) all
RBNS relations are binary even though an access control
security goal and its equivalent filtering rule are always a
triple (source, service, target). This leads to a loss of infor-
mation: permissions are missing in RBNS model although
authors consider the assignment of a service to an IP ad-
dress as a permission which is semantically weak. (2) The
model is dedicated to the firewall security component only
and does not have the flexibility to support other network
security components. In addition, the model is dedicated
only to access control policy.

The work done by F. Cuppens et al [4-7] is very
impressive. They introduce the main features of the
Organization-Based Access Control model. The concept
of organization is brought in as the central component
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of their model. In this manner, the policy specification
is completely parameterized by the organization so that
it is possible to handle simultaneously several security
policies associated with different organizations. They de-
fine role, activity, view and organization hierarchies and
analyze inheritance of both permissions and prohibitions
through these hierarchies. Also they try to provide a clear
semantics link between an abstract access control model,
and its implementation into specific security components.
Unfortunately they only apply the model to the firewall
security component. However, they do not mention how
the model could be applied to other network security com-
ponents like active directory, intrusion detection system
etc. In addition the OrBAC is concerned only with access
control policy. Also, there is no concrete link between
the security policy item and its implementation, thus the
implemented security mechanisms cannot be reviewed or
assessed.

2.2 Policy Specification Based Approach

Policy specification languages are an attempt to for-
malize the intent of the owner into a form that can be
read and interpreted by machines [8]. For the study of
current policy specification languages, we have considered
the following languages:

KAoS [9] is a collection of services and tools that al-
low for the specification, management, conflict resolution,
and enforcement of policies. KAoS uses ontology concepts
encoded in OWL [10] to build policies. The KAoS Policy
Service distinguishes between authorization policies and
obligation policies. The applicability of the policy is de-
fined by a set of conditions or situations whose definition
can contain components specifying required history, state
and currently undertaken action. In the case of the obli-
gation policy the obligated action can be annotated with
different constraints restricting possibilities of its fulfill-
ment.

LaSCO [11] attempts to express constraints on objects.
LaSCO policies are specified as logical expressions and as
directed graphs. The auditing operations and control ag-
gregation problems are indirectly expressed by LaSCO.
However, there is no direct way of specifying confiden-
tiality and integrity in LaSCO. From the grid’s point of
view, the delegation is not supported by the LaSCO syn-
taxes.

In [12-13], two trust management applications are pre-
sented: the PolicyMaker and its successor KeyNote. Both
of these applications are used to answer signed queries of
the form “does a set of requested actions 7, supported
by credential set C', comply with policy P?”, where the
credentials can be public key certificates with anonymous
identity. Both policies and credentials are predicates spec-
ified as simple C-like and regular expressions.

Some proposals express access control policies as XML
documents as exemplified by XACML [14]. XACML is an
XML specification for expressing policies for information



22 A.A. Hassan — W.M. Bahgat: A FRAMEWORK FOR TRANSLATING A HIGH LEVEL SECURITY POLICY INTO LOW LEVEL ...

High Level
Security Policy
Network Assets .| Network Security | Intermediate
(Entities) Model Model Level
v
Vendor Specific
Mechanisms

Fig. 1. Proposed Framework for Automating Security Policy

access over the Internet and is being defined by the orga-
nization for the Advancement of Structured Information
Standards (OASIS) technical committee. The language
provides XML with a sophisticated access control mecha-
nism that enables the initiator not only to securely browse
XML documents but also to securely update each docu-
ment element.

Ponder [15] is a declarative, object-oriented language
developed for specifying management and security poli-
cies. Ponder permits to express authorizations, obliga-
tions, information filtering, refrain policies, and delega-
tion policies. Ponder can describe any rule to constrain
the behavior of components, in a simple and declarative
way.

An extension to ponder is Kava [16], which is a
metaobject protocol that has been developed to allow
flexible enforcement of security policies upon compiled
code. The existing Kava implementation expresses secu-
rity policies through a combination of Kava’s binding
specification and the policy representation used by the
security model being enforced by Kava. This approach
requires every method or field that is the subject of a
policy to be individually listed therefore it is not an ideal
approach to reusing policies. The aim of this work is to
explore using a policy language that would make it easier
to specify and reuse security policies.

However, Formal approaches suffer from being non in-
tuitive and do not easily map to implementation mecha-
nisms. They assume a strong mathematical background
that makes of them difficult to use and understand. They
also do not specify the policy by facts which lead to major
difficulties in the administration.

3 PROPOSED FRAMEWORK

The proposed framework is described in terms of three
phases; in the first phase all network assets are identified
to constitute the network security model, which is based
on OrBAC model. Through the second phase the high
level security policy is mapped into the network security
model. By the end of the second phase we get less ab-
stracted, more detailed, representation of the high level

security policy which is called intermediate level security
policy. In the third phase the intermediate level of the
security policy can be automatically translated into low
level security mechanism.

3.1 Proposed Framework Model

On the heart of the proposed framework is the network
security model. The proposed framework model for mod-
eling the security policy is based on the OrBAC model.
The main idea behind this model is to consider the corpo-
rate network as organizations. Each organization has its
own abstract levels (roles, activities and views) and con-
crete levels (subjects, actions and objects), the hierarchy
for the organizations and their abstract levels is an impor-
tant step for the model. Some extensions to the OrBAC
model are made to satisfy the following objectives:

e Encapsulating all network security components of the
corporate network.

e Modularity of the concrete policy.

e Extending the OrBAC model to support more policy
types other than access control policy.

To achieve the objective of encapsulation of all the cor-
porate network security components, we introduce new
links between the network security component and its
concrete level. The purpose of that links is to distinguish
between the concrete levels of each network security com-
ponent. To realize these links, the following new defini-
tions are introduced.

DEFINITION 1. Relation Relevant_subject. Relevant_sub-
ject is a relation over domains Org x S. If Org is an
ancestor organization and S is a subject, then Rele-
vant_subject( Org, S') means that S is a relevant subject
in organization Oryg.

DEFINITION 2. Relation Relevant_action. Relevant_ac-
tion is a relation over domains Orgx A. If Org is an ances-
tor organization and A is an action, then Relevant_action
(Org, A) means that A is a relevant action in organiza-
tion Oryg.

DEFINITION 3. Relation Relevant_object. Relevant_ob-
ject is a relation over domains Org x O. If Org is an
ancestor organization and O is a subject, then Rele-
vant_object( Org, O) means that O is a relevant object
in organization Oryg.

Modularity means that, the low level mechanisms
translation is in the level of unique concrete policy item.
The modularity leads to easy way to review the imple-
mented low level mechanisms with respect to the high
level concrete policy. Further, it will facilitate the main-
tenance process. To achieve this modularity of the policy,
a new set representing the concrete policy identifier I is
added to the OrBAC model. In addition we redefine the
permission and prohibition relations to include the new
set.
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DEFINITION 4. Relation Permission. Permission is a rela-
tion over domains (I x Orgx Rx AxV xC'. More precisely,
if I is the concrete policy identifier, Org is an Organiza-
tion, R is a role, V is a view, A is an activity, and C
is a context then Permission (I x Orgx Rx AxV x ()
means that For the concrete policy identifier I organi-
zation Org grants role R the positive authorization to
perform activity A on view V in context C'.

In the same spirit, the prohibition relation can be
redefined.

DEFINITION 5. Relation Prohibition. Prohibition is a re-
lation over domains (I x Orgx Rx AxV x C). More pre-
cisely, if I is the concrete policy identifier, Org is an Or-
ganization, R is arole, V is a view , A is an activity and
C' is a context, then Permission (I x Orgx Rx AxV x ()
means that For the concrete policy identifier I organi-
zation Org grants role R the negative authorization to
perform activity A on view V in context C'.

Generalizing the OrBAC model to support more pol-
icy types other than access control policy is achieved by
introducing some new relations. For example to support
the audit policy, we will introduce a definition for the
audit relation as the following:

DEFINITION 6. Relation Audit . Audit is a relation over
domains (I x Orgx R x A xV x C). More precisely, if
Iis the concrete policy identifier, Org is an Organization,
R is arole, V is a view, A is an activity, and C is a
context then Audit (I X Org x R x A x V x C') means
that for the concrete policy identifier I organization Org
will audit all events resulted when the role R do activity
A on view V in context C.

3.2 Proposed Framework Hieratical Design

Figure 2, describes a detailed hierarchical design for
the proposed framework. Our proposed framework con-
sists of five main stages:

3.2.1 Network Repository

Network repository is responsible for storing the repre-
sentations of the various network elements in the network
being administered. The network repository is responsible
for the following;:

e Defining the organizations and their hierarchy of the
corporate network.

e Defining concrete level (subjects, actions and objects)
for each predefined organization.

e Defining abstract level (roles, activities and views) as-
sociated with each organization and their hierarchy.

e Assigning of the roles, activities and views to prede-
fined subjects, actions and object.

e In addition the network repository also holds the pre-
defined policy types (access control- audit etc) associ-
ated with each organization.

The whole network repository Information is stored in

the back end of the proposed framework which most com-

monly is a database.

322 Front End

The front end is considered the management console.
We can say the front end is responsible for the following:
e Defining the network security policies associated to

each organization and policy type.
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Table 1. Network example listed subjects

IP and mask  Port
111.222.2.2/32 *
111.222.3.2/32 *
111.222.1.2/32 80
111.222.1.2/32 21
111.222.1.2/32 25

subject name

S-Admin_Server
S-Admin_Gtw
S-Web_Server
S-FTP Server
S-Mail server

S-DNS server ~ 111.222.1.3/32 53
S-Interfacel ~ 111.222.100.1/32 *
S-Interface2 111.222.1.1/32  *
S-Interface3 ~ 111.222.1.254/32 *
S-Interfaced 111.222.3.1/32  *
S-Interfaceb 111.222.2.1/32 *

S-Private Hosts  111.222.2.%/24  *
*

S-Public hosts KEEX/O

e Defining the modeled security policy.

e Linking the concrete security policy with the modeled
security policy.

3.23 Policy Engine

The policy engine is considered the ”brain” of the
proposed framework and is responsible for:
e All necessary validation to the security policy and
modeled security policy to avoid the inconsistence and
incorrectness of the security policy.

e Implementing powerful strategy to manage the conflict
between permission policies and prohibition policies.

3.24 Generic Policy Compiler

The generic policy compiler is responsible for:

e Generating the modeled security policy for all derived
organizations. The modeled security policy belongs to
the

i. Both role and view belongs to the derived organi-
zation.

ii. Both role and view does not belong to any other
derived organization. That means that it should be
included in all derived organizations.

e Compiling the modeled security policy into generic
policy form for the derived organizations.

e Translating the generic policy form into intermediate
language like XML script.

324 Low Level Mechanisms Translator

The low level mechanisms translator is the final stage
of our proposed mechanism translator is responsible for:
e Importing the intermediate generic policy generated in

the previous stage.

e Parsing the generic policy through a vendor specific
compiler.

e Generating vendor specific configuration script to be
mapped to network security component.
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4 APPLICATION EXAMPLE
4.1 Environment

To illustrate our approach, we reuse the example used
in Firmato [18]. The corporate network is shown in Fig. 3.
There is an external firewall, which guards the corpo-
ration’s Internet connection Firewall. Behind it is the
DMZ, which contains the corporation’s externally visi-
ble servers. In our case these servers provide http/https
(web), FTP, SMTP (e-mail), and DNS services. The cor-
poration actually only uses two hosts to provide these ser-
vices, one for DNS, and the other for all the other services.
Behind the DMZ is the internal firewall which guards the
corporation’s intranet. This firewall actually has three in-
terfaces: one for the DMZ, one for the corporate network
zone, and a separate interface connecting to the firewall
administration host. Within the corporate network zone,
there is one distinguished host, Admin_Server, which pro-
vides the administration for the servers in the DMZ.

The policy has the following goals:

1. Internal corporate hosts can access all the resources
on the Internet.

2. External hosts can only access the servers in the DMZ.

3. The DMZ servers can be updated only by the web ad-
ministrator host admin server. Other corporate hosts
have the same privileges as Internet hosts with respect
to the DMZ servers.

4. The firewall gateway interfaces are only accessible
from the fw admin host and are otherwise inaccessible
to any host.

4.2 Constructing Network Repository

To construct network repository we define the orga-
nizations and their hierarchy, abstract levels and their
hierarchy in addition to defining the concrete levels and
associating concrete level to abstract level.

421 Organization
Our approach considers the corporate network consists

of many organizations. The firewall (O-FW) is a subse-
quent organization from the corporate network (O-CN).

25
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Since the network security policy is actually managed by
two firewalls, we shall consider that O-FW has two sub-
organizations denoted O-FWi and O_FWe that respec-
tively corresponds to the internal and external firewalls.
This organization structure is modeled as:

Sub_Organization (O-FW, O-CN).
Sub_Organization (O-FWi, O-FW).
Sub_Organization (O-FWe, O-FW).

422 Concrete level

a) Subjects
In firewall organization, the subjects correspond to
host machines. All hosts listed in Fig. 3 are defined and
classified in Tab. 1
The previous listed subjects are modeled as the follow-
ing:
Relevant _subject (O-FW, S-Admin_Server)
Relevant _subject (O-FW, S-Admin_Gtw)
Relevant _subject (O-FW, S-Web_Server)
Relevant _subject (O-FW, S-FTP _Server)
Relevant _subject (O-FW, S-Mail_server)
Relevant _subject (O-FW, S-DNS_server)
Relevant _subject (O-FW, S-Interface[1..5])
Relevant _subject (O-FW, S-Private_Hosts)
Relevant _subject (O-FW, S-Public_hosts)

b) Actions
An action is any implementation of a network service
such as http, SNMP or ping. In our model, a service has
three elements: a protocol, a source port and a destination
port. According to the policy described above the services
expressed as action listed in Tab. 2 are needed.
The previous listed subjects are modeled as the follow-
ing:
Relevant _action (O-FW, A-HTTP)
Relevant _action (O- FW, A-HTTPS)
Relevant _action (O- FW, A-SMTP)
Relevant _action (O- FW, A-SSh)
Relevant _action (O- FW, A-DNS)
Relevant _action (O- FW, A-FTP)
Relevant _action (O- FW, A-Ping)
Relevant _action (O- FW, A-ALL-TCP)
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Table 2. Network example listed actions

Action Protocol Port
A-HTTP TCP 80

A-HTTPS TCP 443
A-SMTP TCP 25
A-SSh TCP 22
A-DNS TCP 53
A-FTP TCP 21
A-Ping TCP 8
A-ALL-TCP TCP *

¢) Objects

In our example we are modeling the firewall network
security component. In the firewall we can consider the
subjects are accessing entities, while objects are accessed
entities.

423 Abstract level

a) Roles

The role hierarchy of O-FW organization is shown in
Fig. 4. Actually the role hierarchy of the O-FW orga-
nization contain the common roles exist in both O-FWi
and O-FWe. Each derived organization has its own roles
in addition to the common roles in O-FW. Figures 5, 6
show the role organization of both O-FWi and O-FWe.

The previous roles are modeled as the following:

Relevant _Role (O-FW, R-DNS_Srvr)

Relevant _Role (O-FW, R-FTP_Srvr)

Relevant _Role (O-FW, R-Mail_Srvr)

Relevant _Role (O-FW, R-Web_Srvr)

Relevant _Role (O-FWe, R-Public_hosts)

Relevant _Role (O-FWe, R-Ext_Interfaces)

Relevant _Role (O-FWi, R-Private_hosts)

Relevant _Role (O-FWi, R-Int_Interfaces)

Sub_role (O-FW, R-DNS_Srvr, R-DMZ-Srvrs)
Sub_role (O-FW, R-FTP_Srvr, R-DMZ-Srvrs)
Sub_role (O-FW, R-Mail_Srvr, R-DMZ-Srvrs)
Sub_role (O-FWe, R-Ext_Interfaces, R-Gtw_Interfaces)
Sub_role (O-FWi, R-Int_Interfaces, R-Gtw_Interfaces)
Relevant_Role (O-FW, R-DMZ-Srvrs)

Relevant_Role (O-FW, R-Admn_Gtwy)

Relevant_Role (O-FW, R-Gtw_ Interfaces)
The predefined subjects are assigned to the roles through
the following relations:

Empower (O-FW, S-DNS_Server, R-DNS_Srvr)

Empower (O-FW, S-FTP_Server, R-FTP_Srvr)

Empower (O-FW, S-Mail_Server, R-Mail_Srvr)

Empower (O-FW, S-Web_Server, R-Web_Srvr)

Empower (O-FW, S-Admin_Gtw, R-admn_Gtwy)

Empower (O-FWe, S-Intefacel, R-Ext_Interfaces)

Empower (O-FWe, S-Inteface2, R-Int_Interfaces)

Empower (O-FWe, S-Public_hosts, R-Public_host)

Empower (O-FWi, S-Inteface3, R-Int_Interfaces)

Empower (O-FWi, S-Inteface4, R-Int_Interfaces)

Empower (O-FWi, S-Intefaceb, R-Int_Interfaces)

Empower (O-FWi, S-Private_hosts, R-Private_hosts)

Empower (O-FWi, S-Admin_Server, R-Admn_Srvr)

b) Activities

Activities correspond to various services available in
the corporate network O-FW. Activities enable us to join
together services to which are applied some common au-
thorizations. We define a first activity T-All_tcp that will
be associated with all defined the TCP actions. We define
also T-Mail activity that will be associated with A-SMTP
action, T-Web activity that will be associated with both
A-http and A-https actions, T-FTP that will be associ-
ated with A-FTP action and T-DNS that will be associ-
ated with A-DNS action. In addition we define two other
activities, T_admin_to_Gtwy that will be associated with
both A-SSH and A-Ping actions and T-gtwy_to_admin
that will be associated with A-SSH, A-Ping, A-FTP and
A-SMTP. All these activities are relevant in organizations
O-FW, O-FWe and O-FWi. The previous activities are
modeled as the following;:

Relevant _Activity (O-FW, T-All_TCP)

Relevant _Activity (O-FW, T-Mail)

Relevant _Activity (O-FW, T-Web)

Relevant _Activity (O-FW, T-FTP)

Relevant _Activity (O-FW, T-DNS)

Relevant _Activity (O-FW, T_admin_to_Gtwy)

Relevant _Activity (O-FW, T-Gtwy_to_admin)
The predefined actions are assigned to the activities
through the following relations:

Consider (O-FW, A-All_TCP, T-All_TCP)
O-FW, A-SMTP, T-Mail)

O-FW, A-FTP, T-FTP)

O-FW, A-HTTP, T-Web)

O-FW, A-HTTPS, T-Web)
O-FW, A-SSH, T_admin_to_-Gtwy)
O-FW, A-Ping, T_admin_to_-Gtwy)
O-FW, A-SMTP, T-Gtwy_to_admin)
O-FW, A-FTP, T-Gtwy_to_admin)
O-FW, A-SSH, T-Gtwy_to_admin)
O-FW, A-Ping, T-Gtwy_to_admin)

Consider
Consider
Consider
Consider
Consider
Consider
Consider
Consider
Consider

N N N N N N N N S

Consider

¢) Views

We suggest defining this kind of views as compound
atoms having the form to target (r) [37]. We consider that
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Table 3. Identified policy goals

Id Policy goal

1 Internal corporate hosts can access all the resources
on the Internet
2 External hosts can only access the servers in the DMZ

3 The DMZ servers can be updated only by the web ad-
ministrator host admin server. Other corporate hosts
have the same privileges as Internet hosts with re-
spect to the DMZ servers

4 The firewall gateway interfaces are only accessible

from the fw admin host and are otherwise inaccessible
to any

Table 4. Generic policy of policy 1 for organization O-FWI

Source IP Dest. IP Source Port Dest Port protocol
111.222.2.%/24  ****/0 > 1023 x TCP
111.222.1.3/32 111.222.2.%/24 53 > 1023 TCP
111.222.1.2/32 111.222.2.% /24 25 > 1023 TCP
111.222.2.%/24 111.222.1.3/32 > 1023 53 TCP
111.222.2.%/24 111.222.1.2/32 > 1023 25 TCP
111.222.2.%/24 111.222.1.2/32 > 1023 80 TCP
111.222.2.%/24 111.222.1.2/32 > 1023 443 TCP
111.222.2.%/24 111.222.1.2/32 > 1023 21 TCP

every view defined as to target(r) is relevant in one of the
organization of our example if r is a role relevant in this
organization. We also consider that if role r; is a sub-role
of role r2, then the view to_target (r1) is a sub-view of
view to target (rs2).

4.3 Modeling security policy

The security policy is entered to the front end of our
proposed framework. In our example we have four policy
goals to be achieved. We assign a unique identifier for
each policy goal. This unique identifier is considered the
concrete link between the security policy and the modeled
one. The unique identifiers for each policy goal are listed
in Tab. 3.

Because of the space limitations we will present the
modeled security policy for the concrete policyl (policy
with Id equals 1). The other concrete policy is modeled
in the same way.

Permission (1, O-FW, R-Private_hosts, ALL_TCP, to_ target
(public host)).

Permission (1, O-FW, R-DNS Srvr, DNS, to_target (private
hosts)).

Permission (1, O-FW, R-Mail Srvr, mail, to_target (private
hosts)).

Permission (1, O-FW, R-Private_hosts, mail,

to_target (Mail_Srvr)).

Permission (1, O-FW, R-Private_hosts, T-web,

to_target (R-Web_Srvr)).

Permission (1, O-FW, R-Private_hosts, T-FTP,

to_target (R-FTP_Srvr)).

Permission (1, O-FW, R-Private_hosts, T-DNS,

to_target (R-DNS_Srvr)).
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4.4 Generec Policy Translation

To translate the modeled security policy into generic
form, we need first to generate the security policy for each
derived organization then translating it into generic form.
Finally we will translate the generic form into interme-
diate level. In our example we have two derived organi-
zations (O-FWi, O-FWe) so for space limitation we will
generate the modeled security of policyl for both derived
organization as the following:

a) Modeled security Policy for O-FWi Organization

Permission (1, O-FWi, R-Private hosts, T-ALL_TCP,
to_target (public host)).

Permission (1, O-FWi, R-DNS_Srvr, T-DNS,
to_target (R-Private hosts)).

Permission (1, O-FWi, R-Mail_Srvr, T-Mail,
to_target (R-Private hosts)).

Permission (1, O-FWi, R-Private_hosts, T-Mail,
to_target (R-Mail_Srvr)).

Permission (1, O-FWi, R-Private_hosts, T-Web,
to_target (R-Web_Srvr)).

Permission (1, O-FWi, R-Private_hosts, T-FTP,
to_target (FTP_Srvr)).

b) Modeled security Policy for O-FWe Organization

Permission (1, O-FWe, R-Private hosts, T-ALL_TCP,
to_target (R-Public host)).

Further we will translate the derived organization pol-
icy of policyl into generic form. Table4 shows the transla-
tion of policyl in O-FWi organization into generic form.

The final stage is to translate the generic form shown
in the above table into intermediate language like XML
script. Afterwards, this XML script is parsed through
vendor specific compiler and translated to vendor specific
configuration script.

5 CONCLUSION AND FUTURE WORK

This paper introduces a framework for automating the
process of translation of high level security policy into
low level security mechanisms. A key contribution of our
proposed approach is its ability to encapsulate various
network security components in a coherent model which is
based on the OrBAC model. The proposed model extends
OrBAC model to support other types of policies other
than access control policy like auditing policy. Modularity
of the network security policy to the level of unique policy
item is also considered as an important contribution of the
proposed model to facilitate managing and maintenance
of the policies. In addition, we illustrate an application
example to prove the ability of the proposed approach to
cross the gap between high level security policy and low
level security mechanisms.

Currently, a toolkit is under construction to implement
our proposed framework hierarchical design. In addition
a verification algorithm is to be developed to prove the
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equivalence of the high level security policy and the cor-
responding low level one.
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