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Abstract: This article is devoted to the issue of how resources are interpreted in the form of technology 
reactors that, as a result of unexpected circumstances, turn into pyramidal or avalanche threat dynam-
ics. Counteracting such catastrophic, terrorist, or war situations cannot begin in the face of mass casual-
ties or significant material losses that will require reconstruction and the work of many generations. 
The decisive factor is the correct long-term operation and management of the economy. The starting 

point of this article is the concept of resource and structuralfunctional relationships of resources 
and all their possible interpretations consistent with the functionalities they play in the human environ-
ment, human aggregates, and whole nations. The aim is to draw the reader's attention to the importance 
(semiotics) of qualitative specifications and dynamically changing determinants contained in the mate-
rial and structural-functional properties of the resources and their channel (information) communica-
tion. 

Keywords: technology reactor, resource, structuralfunctional properties of the resources, cluster re-
source model for threats, resource transformation process. 

 

1 Introduction 
 
The problem of structural and functional determi-
nants of resource dynamics is being examined today 
in critical infrastructure (CI) research in many coun-
tries. This article1 is devoted to a wide range of is-
sues related to the interpretation of phenomena 
accompanying CI hazards in their normal operation 
and also in situations resulting from the various haz-
ards of catastrophes, terrorism, or war. Hence, CI 
security issues are considered as determinants: 

 in the theoretical reflections on the essence of the 
concept of the resource and its various forms 
of real and abstract occurrences in the disciplines 
of the sciences of management (Domański et al., 
2014; Ficoń, 2007), 

 in terms of material and structuralfunctional 
characteristics of resources (Krupa, 2014a; 
Krupa, 2014b), 

                                                            
1 The material developed for the project was a highly specialized 
platform supporting civil emergency planning and rescue ser-
vices in the public administration in Poland and in the organiza-
tional units of the national system of rescue and firefighting. 
Contract No DOB-BIO7/1100202015 dated 22 December 2015. 
The project was 100% financed by the NCBR budget. Consorti-
um: School of Management  Warsaw University of Technolo-
gy. 

 in a resource cluster model of threats (Krupa,  

Ostrowska, 2017), 

 in the structure and transformation of resources 
in technology reactors (Ostrowska, Krupa, 2014). 

The term resource is treated as a universal term, 
in place of which the name of the highlighted element 
(real or abstract) of the modeled reality is substituted. 
The resource can be "something" or "someone". Re-
sources have their own structure. They can be de-
scribed by a set of attributes; there are certain 
relationships between resources. Resource class is 
defined as a set that includes resources with the same 
sets of characteristics and their individual values 
for each resource belonging to the class (Krupa, 2006).  

The concept of a resource in abstract interpretation is 
used as an invariant of any material or information 
realities that are subjected to transformations in other 
material or informational realities. Examples of ab-
stract interpretations of resources are: model of the 
phenomenon, object model, and process model.  

It should also be noted that the trend in resource 
theory has focused on the different strategic interpre-
tation of the results for resource  aspects of manage-
ment (Kaleta, 2011).  
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Within this stream, a number of detailed interpreta-
tions have been developed, which  devoted, inter 
alia, to issues such as: 

 the relationship between a resource and a posi-
tional approach to strategic management in to-
day's businesses (Kaleta, 2011), 

 resource constraints for strategic reorientation 
(Romanowska, 2011), 

 utility and behavioral aspects of the resource-
based view (RBV) model (Gospodarek, 2011), 

 resource theory of the company  limitations 
in the study of interorganizational phenomena 
(Czakon, 2011), 

 systemic stimulants of strategic business renewal 
at the interface of resource and process language 
(Bełz, Skalik, 2011), 

 resource management approach to public organi-

zation  stakeholder perspective (Frączkiewicz-
Wronka, 2011), 

 assessment of the level of harmonization of the 
overall strategy and functional strategies in the 
enterprise and many other contemporary emerg-
ing concepts (Jelonek, 2011). 

 
2 Resources and their material  

and structuralfunctional characteristics 
 
Interpretation of CI in resource categories allows 
the use of a relatively simple conceptual apparatus 
to describe the complex issue of the specification 

and identification of CI systems that are the basis 
for undertaking specific national security activities. 

The purpose of the resource specification is to de-
termine the means of their material and structur-

alfunctional classification. Structuralfunctional 
classification serves to describe resources oriented 
on homogeneous physical and structural material 
characteristics.  

Features’ material resources relate to the quantitative 
and qualitative characteristics of the homogeneous 
materials that make up the resource or resources 
in the community of CI. Material and qualitative 
characteristics of resources, such as flammability 
or vulnerability to radioactivity, may have important 
implications for the safety of the operating parame-
ters of special equipment. The vulnerability of mate-
rial resources to damage can be significantly reduced 
if the resources are isolated from potential hazards 
or the appropriate quantitative and logistical redun-
dancy is ensured.  

The structural and functional characteristics of re-
sources refer to the (informative) resource links 
of objects that determine their cooperation. Among 
the structural features are those that determine 
the reliable functioning of the CI in question.  

The limitation of structural features on information 
resource input channels requires an adequate reper-
toire of input channel states and acceptable mecha-
nisms for changing these states so that trajectories 
of adverse changes in these states are impeded. 

 

 

 

 

 

 

 

 

 

Figure 2a. Two-channel stochastic system object with two binary input and output  
channels and graphs of their states 

Kin
 Kout

 

0 

1 

0 

1 

p=0,3 

p=0,4 p=0,7 

p=0,6 

p=0,2 

p=0,4 

p=0,6 p=0,8 



 Determinants of Critical Infrastructure Resources 333 

 

Trimming is achieved by extending the time changes 
that lead to the loss of functionality associated with 
input channels.  

An example of a two-channel object is shown in Fig. 
2a, along with a matrix of stochastic transitions 
in Table 2a.  

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure. 2b. Stochastic state diagram with four pairs of events on the input and output channels  

of the object: 00, 01, 11, 10 (source: Ostrowska, Krupa, Wiśniewski, 2015) 

Table 2a.  Stochastic state change matrix  
(source: based on Ostrowska, Krupa, Wiśniewski, 2015) 

0 1 2 3 4 5 6 

1 state 00 01 10 11 - 

2 00 0.06 0.14 0.24 0.56 1 

3 01 0.08 0.12 0.32 0.48 1 

4 10 0.18 0.42 0.12 0.28 1 

5 11 0.24 0.36 0.16 0.24 1 

(0→1)p0.12 

00 

10 

(0→0)p0.06 

(0→0)p0.18 (0→0)p.08 

(0→0)p0.24 
(0→1)p0.14 (1→0)p0.24 

01 

(1→0)p0.32 (0→1)p0.42 

(1→0)p0.12

(1→1)p0.56 (1→0)p0.16 (0→1)p0.36 

(1→1)p0.48 
11 

(1→1)p0.28 

(1→1)p0.24 
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Figure. 3a. The resource and its associated components as threat model cluster  
(source: Ostrowska, 2013) 

 
The matrices show that, because of the appropriate 
strategy (trajectory) of the order of changes in the 
stochastic channel state, which is a model of the 
cluster of threats (Fig. 2b), the probability of loss 
of functionality can be significantly reduced. 
The importance of defending against catastrophic 
loss of functionality is to increase the number 
of output channels and their states in the structure 
of a cluster of threats. 

The use of the resource-based approach allows CI 
to be defined as systems and their associated func-
tionally related facilities, such as buildings, equip-
ment, and installations, as key services for the 
security of the state and its citizens to ensure 
the efficient functioning of public administrations, 
institutions, and entrepreneurs.  

As it is noted in the National Critical Infrastructure 
Protection Program (NCIPP, 2013): "Identifying 
objects, equipment, installations or services whose 

destruction or disruption could cause a crisis is a 
key step in the process of IK protection." 

An essential condition for effective coordination 
of resource transformation processes is the deep 
recognition of their morphological characteristics 
and, above all, the functioning, structures, and avail-
ability, as well as the ability to process resources 
through processes (technologies) that change these 
characteristics. 

In the accepted concept, threats occur; they occur 
as a result of the adverse effects between resources 
(pairs or nodes of resources) also including the im-
pact within resources in relation: resource compo-

nent2resource containing3.  

This situation is illustrated in Fig. 3a. 

                                                            
2  Resource component is a direct part of the resource. 
3 Resource containing may comprise one or more resources 
of components, some of which may constitute resource contain-
ing. 
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3 A cluster resource model for threats 
 
Fig. 3a shows the configuration of the cluster re-
sources of the threat. According to the interpretation, 
each resource containing multiple resources is theo-
retically becoming, by its structural and functional 
complexity, a potential threat cluster for itself 
and for the resources of its environment. 

Resource configuration creates a resource containing 
R5, whose input and output channels (channels: K1,0, 
K1,5) are channels of resource components (re-
sources: R2, R4) with the environment. The output 
channel of any resource can be an input channel 
for the interaction of one or more configuration re-
sources or its output channel. The resource interac-
tion output channel is capable of autonomously 
remembering the impact value until the next forced 
change in the state of the impact. 

Resources are described and grouped by the concept 
of the resource class resulting from the application 
of a multidimensional comparative analysis appa-
ratus to the resource universe being the subject 
of analysis and operational activities (Kieżun, 1997; 
Korzeniowski, 2012; Zawiła-Niedźwiecki, 2009; Zawi-
ła-Niedźwiecki, 2010). Group analysis of resources 
should be conducted in a confraternity4 system that 
seeks to find technology synergies to make the threat 
cluster an effective tool against countless and unex-
pected external and internal threats.  

In this interpretation, a cluster of threats is under-
stood as a set of threats to the distinguished group 
of resources. Resources and threats included in the 
cluster can create layered threats (network) and hier-
archical relationships, which can be interpreted 
as threat clusters of a pyramidal structure as a result; 
this approach allows the flexibility to administer 
the system of crisis management adequately to an 
evolving scenario of events. In this case, the crisis 
situation is understood as a situation that affects the 
level of security of people, property, or the environ-
ment, causing significant limitations on public ser-
vice delivery by the state's CI systems as well 
as restrictions on public administration. 

                                                            
4 Confraternity  an organization that seeks to find and apply 
technological synergies to make it an effective tool to counter 
diverse and unexpected circumstances. 

Formally, a crisis situation is a situation in which 
the expected effects of hazard(s) have reached the 
critical level determined by the hazard threshold H5, 
also called the discontinuity threshold. Exceeding 
threshold H may lead to a crisis understood as a sig-
nificant or total loss of functionality because of the 
inadequacy of the forces and resources in relation 
to the scale of the threat and the resulting effects. 
 
4 Resource classes 
 
Each resource class should have a specific (optional) 
repertoire of features that should include: 

1) characterizing the resources; 

2) defining the geographical allocation of resources; 

3) representing the parameters relating to the effects 
of the destruction or cessation of the operation of the 
resource corresponding to the cross-cutting criteria 
defined in the National Critical Infrastructure Protec-
tion Program ( NCIPP, 2013, p.11), which include: (a) 
victims in terms of people, (b) financial consequences, 
(c) necessity of evacuation, (d) loss of service, (e) time 
of reconstruction, (f) international effect, (g) unique-
ness; 

4) specifying the status of the resource as acceptable 
at max.–min. limits in order to allow the introduction 
of hazard information; 

5) an attribute informing about the significance of the 
resource(s) in the CI system; 

6) features that determine its susceptibility to damage, 
disruption of functionality, reduced capacity or per-
formance, or misuse; 

7) features useful for analytical purposes for risk anal-
ysis and for the development of scenarios for the de-
velopment of adverse events (e.g., to be identified 
in further stages of development work on CI frag-
ment). 

The repertory of features should be unified for all CI 
to allow for the development and application of the 

                                                            
5 H hazard score or acceptable level of loss of functionality  
such a situation on the indicated channel, resource, infrastruc-
ture, or combination of those that reached the breakpoint H risk 
expressed in terms of the product value P × U × Z ≥ 50%, where 
H = 50% is determined a priori, for example, assuming that: 
probability P = 0.8, probability (submission) U = 0.8 and hazard 
value Z = 80%; the next level of P = 0.9, U = 0.9, and Z = 90% 
will result in an increase of nearly 50% in H = 73.9%. 
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same tools for operational data collection, reporting, 
aggregation, analytics, and decision support. 

The distinction of the characteristics of resources 
of a class occurs whenever we come to the descrip-
tion of a different class of resources, and in this case, 
when there are different repertories of values within 
the same set of characteristics. 

The dynamics of changes in the value of the charac-
teristics of a resource should take into account only 
the most important characteristics in terms of ensur-
ing the continuity of the correct functioning of a 
given resource class. Failure to comply with this rule 
(an excessive number of features with a significant 

number of allowable values)  because of exponen-
tial increase in complexity  will make it impossible 
to estimate the effects of resource interactions. 
For example, only for 15 attributes of resource A 
with 5 values for each attribute, we obtain about 
30.5×109 states of this resource. If resource A inter-
acts with the resource complexity B in an analogy, 
then the number of possible states of such a system 
will increase to 9.3×1019. It is clear that simplifica-
tion in the description of normal6 and critical7 inter-
actions (and therefore threats) must be conducted 
and evaluated in a manner that guarantees their ade-
quacy for the purpose function of maintaining CI’s 
continuity. 

The foregoing considerations show that CI’s business 
continuity analysis can be effective (with the poten-
tial for effective risk mitigation) when conducted 
only with "highly simplified" tools for modeling 
logic and the potential for external influences (EI) 
and internal impacts (II) are identified in resource 
structures. 

Logical modeling of the continuity mechanisms is 
also possible using spatial hypergraph structures. 
On the other hand, the modeling of the potential 

                                                            
6 Normal effects  such a situation on the indicated channel, 
resource, infrastructure, or combination of those that has reached 
the point of discontinuity of H expressed in terms of the product 
value P × U × Z < 50%, where the value of gambling H = 50%. 
7 Critical impact  this situation on the indicated channel, re-
source, infrastructure, or combination of those that has reached 
the point of discontinuity H expressed conventionally by the 
product of P × U × Z ≥ 50%, where the hazard value H = 50% is 
determined a priori. 
 

impacts of weakening or enhancing of the functional 
aspects of CI resources can be modeled using addi-
tive operations on the potential risks calculated with 
the dynamics (speed and acceleration) of the chang-
es. The development of flat methodological exam-
ples of the detailed positioning of threats in resource 
structures should not present significant difficulties 
(Ostrowska, 2013). 

 
5 Logic of structures and resource  

transformations in technology reactors 
 
An essential condition for achieving effective coordi-
nation of resource transformation processes is to rec-
ognize their morphological characteristics and, above 
all, their functioning, structures, and availability, 
as well as the ability to process resources through pro-
cesses (technologies) that change these characteristics. 

Among the above-mentioned morphological character-
istics are dynamic phenomena and, in particular, 
the identification of dynamics of internal states of ob-
jects based on the their mutual a priori and a posteriori 
influences (Krupa, 2017). 

The purpose of research on the essence of resources is, 
among other reasons: 

 optimal use of resources and, in particular, the in-
crease in efficiency and reliability of resource trans-
formation technology processes (cost reduction and 
reduction of resource transformation time), 

 increased operational reliability of reactors and 
transforming networks (ensuring continuity, mini-
mizing the risk of network operation, designing 
processes that coordinate the logistics processes 
of resources). 

Because of the variety of relationships that exist be-
tween resources that can be formulated to define the 
links between the physical elements of a subject area, 
it is necessary to define the possible relationships be-
tween resources and their aggregates. 

Relationships between resources are required to be 
independent (invariant) of any imaginary situation 
(scene) existing or potentially possible in the subject 
area in question. Identifying what the resource is and 
how it creates the structures (or less formally, collec-
tions and compositions) of resources enables one 
to create new, more perfect concepts, methods of mod-
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eling and description tools, and simulations of their 
functioning. 

It is imperative to build such a modeling apparatus 
by which it will be possible to overcome the barriers 
of the size and the complexity of the research and de-
sign systems. The size barrier can be overcome if we 
use a sufficiently fast computer; the barrier to com-
plexity can be avoided by means of heuristic models 
and methods. 

The transformational and informational transfor-
mations of altered and processed resources form 
a resource system (dynamic grouping) called a tech-
nology reactor, which aims to accomplish one of the 
two tasks: 

 the task of synthesizing or decomposing resources, 

 the task of analyzing or controlling the processing 
of resources. 

In addition to the transformational resource in the im-
plementation of the task, support resources and hypo-
thetical resources may also occur. Supportive resources 
are used as "catalysts" accompanying transformation 
processes, while hypothetical resources describe 
the desired transformation (model). 

In the case of synthesis or decomposition tasks, 
the transforming resource implements the procedure 
of synthesis or decomposition or transformation, re-
spectively (the transformation procedure is a special 
case of the decomposition procedure when a resource 
of altered traits or attributes is created as a result of the 
transformation process). In the case of analysis or con-
trol tasks, the transforming resource implements 
an analysis or a control procedure, respectively.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5a. Transformations of structural resources  
(source: Krupa, 2006; Ostrowska, Krupa, 2014) 

transformation 
resource 

synthesis procedure 
processed 
resource 

. . .  

processed 
resource 

auxiliary resource 

hypothetical processed 
resource 

processed 
resource

transformation 
resource 

 

hypothetical processed 
resource 

hypothetical processed 
resource 

. . .

processed 
resource 

transformation 
resource 

 
hypothetical processed 

resource 

auxiliary resource 

auxiliary resource 

decomposition 
procedure 

conversion 
procedure 



338 Teresa Ostrowska, Tadeusz Krupa  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 5b. Transformations of functional resources  

(source: Krupa, 2006) 

 

A transformed resource can interact with an input re-
source within the range of the desired structure 
or within the desired functionality of the output re-
sources. Structural transformations of resources are 
presented in Fig. 5a (the next variants of transfor-
mation are synthesis, decomposition and transfor-
mation).  

Functional transformations of resources are presented 
in Fig. 5b (possible variants of functional transfor-
mation are analysis and control). In both types of ef-
fects of a transforming resource on an input resource, 
the role played by the control norm (or plan of analy-
sis) is that of a "hypothetical asset". 

In the physical world, the impact of a transformational 
resource is related to technological operations that 
change physicochemical, mechanical, electrical, organ-
izational, or other properties. Compounds of infor-
mation resources are subjected to transformations, 
as are their structural and functional physical com-
pounds. 

As a result of information transformations, the pro-
cessing (transfer, storage, and transformation) of re-

source information is improved. Improved processing 
of information is accompanied by modifications to the 
structural linkages of resources. The relationships r1–
r5, shown in Fig. 5c, have been used to distinguish the 
structural relationships established between the re-
sources of the technology reactor. 

Information actions, in terms of functioning, consist 
of changing the value of input characteristics of input 
resources and observing the values of output character-
istics. On the basis of the observation of changes in the 
value of the output characteristics, the transformation 
resource control procedure determines the desired 
values of the input characteristics. 

The information impact on the structure of the 
resource consists of their nomenclature, recall, 
and compilation; the resulting functional relationships 
can guarantee the resolution of defined (hypothetical) 
tasks of synthesis or decomposition and analysis 
or control. These operations are implemented by the 
transforming resource. 

The stock can be subjected to three types of structural 
operations: 
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 the operations that result in determining the re-
source class (set of resource attributes) and the re-
source type (because of the attribute values of the 
resource), 

 operations that result in a change in the resource 
class (change of feature set) or change in resource 
type (change in at least one set of attribute values 
of this resource); for obvious reasons, not all vari-
ants of such changes must be acceptable, 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5c. An example of a resourceful interpretation of a technology reactor  
(source: Ostrowska, Krupa, 2014) 

 

 operations that result in one of the four actions 
in relation to the resource collection: 

- resources are added to the community, 

- the resource is removed from the community, 

- the resource in the community is exchanged 
for an external resource not belonging to the 
community in question, 

- checks regarding whether the given communi-
ty contains a specific resource. 

Investigation of the substance of the threat is due 
to the consequences of human interaction, material 
objects and physical phenomena, leading to an in-
crease in the risk of adverse events, and in the event 
of a significant increase in the occurrence of a crisis 
situation, leading to the consequent the need for risk 
assessment. 

Estimation of the risk of technology reactors is the 
determination of the probability of its occurrence (as 
a relation between the aggregation of events that 
have occurred and which may be the cause of the 

incidents, and the collective occurrence of the risk) 
and the amount of the determined loss (using new 
value, replacement value, or book value and inter-
mediate loss). The risk should be expressed in the 
form of a risk assessment model and a risk manage-
ment model (including risk transfer). 

Risk is a function (consequence) of two phenomena: 
threat and vulnerability. Risk assessment in a specific 
area of activity that is subject to observation and 
assessment is the starting point for building a crisis 
management system (CMS), the essence of which is 
to make decisions under time constraints in the event 
of a threat to key functions in the technology reactor 
zone and its environment.  

This statement implies the need to establish a work-
ing definition for a group of initial concepts, and 
then to expand (develop) these concepts in accord-
ance with the needs of the crisis management plan.  
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A group of basic concepts are the following key-
words: resource, event, process, scenario, decision, 
threat, risk, and crisis.  

Each of the above concepts is the starting point 
for defining and developing a system of concepts 
that govern the methods of risk assessment and the 

risk assessment and the management of crisis situa-
tions. A well-constructed ontology (system of con-
cepts) of the area of activity in question can 
significantly influence the architecture (spatial struc-
ture) and the functioning (effectiveness) of the CMS.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5d. Structural resources in the technology reactor  
(source: Ostrowska, Krupa, 2014) 

 

The simplicity of structure and efficiency are key 
to building a hierarchical (pyramid) CMS where 
pyramids are found to contain material objects 
or physical phenomena treated as resources, technol-
ogy reactors, and associated operators8.  

And in the intermediate layers, up to the highest 
level, there are operating managers responsible 
for preventing, coordinating, and leveling crisis situ-
ations through adequately managed processes. 

The model of the technology reactor shown in Fig. 
5d illustrates the phenomenon of system summation 
of the external resources of the internal technology 
reactor (transport lock, control block, security sys-
tem) into the external characteristics of the external 
resource (the technology reactor) interacting by co-
incidental sums (cosums) and relations (r2, r4 and r6) 
on the reactor cover. 

                                                            
8 They are managing persons or organizational units. 

The structural and functional transformations de-
scribed earlier should be included in the control proce-
dures that affect the input and output channels of the 
objects, which also interact with one another based 
on the relationships occurring in the technology reac-
tors. 

 
6 Example of a technology reactor 
 
Fig. 6a presents a simple example of a chemical 
reactor with a functionality characteristic of techno-
logy reactors, the task of which is to synthesize two 
factors Cz1, Cz2 fed by valves ZCz1, ZCz2 into 
a factor of Cz3.  

Valves ZCz1, ZCz2can be open OtZCz1, OtZCz2 
or closed ZaZCz1, ZaZCz2, which is directly encoded 
in the event name. 

The reactor is filled up to the required level first 
by factor Cz1, controlled by the sensor PCz1, and then 
to the required level factor Cz2, controlled by the 
sensor PCz2.  
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Before starting these processes, the chemical reactor is 
fully emptied, the lower valve ZCz1 is closed, and the 
first high valve is opened until the first desired level 
PCz1 is reached.  

Then, the second upper valve ZCz2 is opened until 
the second desired level PCz2 is reached. Immediately 
after, the valve ZCz2 is closed and the stirrer Mi 
is switched on (state MiOn). 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 6a. An example of a chemical reactor 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6b. Event network for the example of chemical reactor shown in Fig. 6a 
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After obtaining a suitable viscosity for the medium 
Cz3 controlled by the sensor LeCz3, the stirrer Mi 
is switched off (state MiOff) and the lower valve ZCz3 
is opened. The output of the synthesis product 
is controlled by the sensors FloCz3. When the reactor 
is empty, the technological process begins with the 
closing of the lower valve ZCz3. 

Sensors, valves, and reactor stirrer are interpreted as 
object channels. Forced status changes to these 
channels are treated as class events (q). Controlled 
state changes to these channels are treated as class (p) 
events. The forced (q) and controlled (p) event 
symbols are appended to the identifiers of the events 
shown. 

Channels and states of the reactor channels: 

channel: ZCZ1  –  factor valve Cz1  states:  OtZCz1 open, ZaZCz1 closed 

channel: ZCZ2  –  factor valve Cz2  states:  OtZCz2 open, ZaZCz2 closed 

channel: PCz1  –  sensor level factor Cz1   states:  YePCz1 / NoPCz1 there is level / no level 

channel: PCz2  –  sensor level factor Cz2   states:  YePCz2 / NoPCz2 there is level / no level 

channel: ZCz3  –  bottom valve  states:  OtZCz3 open, ZaZCz3 closed 

channel: FloCz3  –  flow sensor  states:  YeFloCz3 / NoFloCz3 there is flow / no flow 

channel: Mi  –  stirrer  states:  MiOn / MiOff stirrer on / stirrer off 

channel: LeCz3  –  viscosity sensor  states:  YeFloCz3 / NoFloCz3 there is viscosity / no viscosity 
 

Force-induced events (q) in the chemical reactor: 

OtZCz1(q), ZaZCz1(q),  

OtZCz2(q), ZaZCz2(q), 

OtZCz3(q), ZaZCz3(q), 

MiOn(q), MiOff(q). 

Class-controlled events (p) in the chemical reactor: 

YePCz1(p), NoPCz1(p), 

YePCz2(p), NoPCz2(p), 

YeLeCz3(p), NoLeCz3(p), 

YeFloCz3(p), NoFloCz3(p). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6c. Space and trajectory of resource values. The coordinate Cv/t maps the value-change monitored point in time 
(source: Krupa, 2006; Ostrowska, Krupa, 2014) 
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Fig. 6b shows the network of events implemented in 
the chemical reactor channels shown in Fig. 6a. 

Fig. 6c shows the trajectory of changes in the value 
of resource attributes (e.g., chemical reactors) be-
tween the points marked A and B without changing 
its class (i.e., without changing the repertoire of at-
tributes for this resource). 

Recognition and analysis of acceptable trajectory val-
ues of resource attributes (in the interpretation 
of channel states) can be used to find optimal solutions 
at the time of a threat of collision of unexpected 
changes in channel state values, which in this case may 
function as a threat cluster. 

In theoretical considerations, one should assume the 
presence of both negative (threat) and positive (posi-
tive) effects. These impacts accumulate as a result 
of the synergistic effect of the simultaneous opera-
tion of many resources. Impact modeling can help 
to prevent, compensate and mitigate hazards in an 
emergency situation. 

 

7 Conclusion 
 
The theory of the interpretation of various phenome-
na identified in the literature points to the systematic 
"timeless" meaning of this concept, as well as to the 
timeless concept of "network" in all its possible 
forms of logistics, computers, communication, 
and so on.  

In the article summary, we would like to draw the 
reader's attention to the three distinguishing determi-
nants of resource theory in the areas of CI: 

 structural and functional relationships between CI 
resources can be expressed in a manner appropri-
ate to the characterization principle of V.A. Gor-
batov (Krupa, 2013), which points to the 
necessity of observing the isomorphic function 

of structuralfunctional maps, 

 from the structural and functional relationships 
of resources originates the hypothesis of the uni-
versality of the term "resource" in the world 
of material values and in the world of virtual in-
variants of structural and functional values, 

 

Figure 7a. Hypergraph structure of objects and connecting channels  
(source: Krupa, Maj, 2010; Krupa, Wiśniewski, 2015a; Krupa, Ostrowska, 2017) 

 

 the internal and external security issues organized 
by the CI with the use of hypergraph structures 
of objects and their internal and external channels 
(Fig. 7a) are considered to be the basic value 
of the concept of the resource and related terms. 

A single internal output channel of an object (e.g., 
channel K2 of an OS object) may be an external input 
channel for any number of objects located within that 
object. The OS object in Fig. 7a represents the envi-
ronment of the technological reactor.  

K6 

Oq1 

K8 

OS 

K5 

K4 

K3 K1 

K2 

Or1 Oq2 
K9 

K7 Op1 



344 Teresa Ostrowska, Tadeusz Krupa  

 

Channels K1, K2, and K6 are the internal output 
channels of the OS object affecting the technology 
reactor objects. The K3, K4, and K5 channels are ex-
ternal output channels of the Op1 technology reactor 
facility that interacts with the OS environment 
in question. 
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