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Abstract: This paper presents an investigation of the relevant factors related to the construction of a resource
model which is designed to be useful in the management processes of the operation of critical infrastructure
(CI) for state emergencies. The genesis of the research lay in the perceived need for effective protection
of multidimensional CI methodologies, and it was influenced by the nature of the physical characteristics
of the available resources. It was necessary to establish a clear structure and well defined objectives
and to assess the functional and structural resources required, as well as the potential relational susceptibili-
ties deriving from a number of possible threats and the possible seriousness of a specific range of incidents
and their possible consequences. The interdependence of CI stocks is shown by the use of tables of resource
classes. The dynamics of the interaction of CI resources are modeled by examining how using clusters of po-
tential risks can at any given time create a class of compounds related to susceptibilities and threats to the re-
sources. As a result, the model can be used to conduct multi-dimensional risk calculations for crisis
management CI resource configurations.
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1 Introduction - the genesis

(...) We assume every day the right to freedom,
knowledge and security - not necessarily realizing this
fact. Human work related to the environment has ac-
cumulated many cultural resources over a number
of centuries, including such modern resources such as
power plants, banks, universities, insurance, health
care, computer networks, databases, plastic cards
of various types, markets , subway stations, gas stations

. these are apparently endless, but in fact they are
countable sets of surrounding resources, services and
opportunities. This is due to the diversity of resources
that can be organized in a related administrative infra-
structure territorial state (...) [1].

Part of this infrastructure, which is created to ensure
the safety of human life, is known as critical infrastruc-
ture (CI)', and can be systematically encapsulated

' The Act of 26 April 2007 on crisis management (Journal

of Laws of 2013 pos. 1166) defines critical infrastructure (CI)
as follows: “Art 3 Whenever in this Act: (..) 2) critical
infrastructure - should be understood as systems and their
constituent functionally interrelated objects, including building
structures, equipment, installations, services essential to the
security of the state and its citizens required to ensure
the smooth functioning of the public administration, as well as
institutions and  entrepreneurs.  Critical  infrastructure
includes: a) the supply of energy, raw materials and energy
consumption, b) communication, c) ICT networks, d) the finan-
cial, e) the provision of food, f) water supply, g) the protection

in specific physical and methodical protection.
The purpose of physical protection is to ward off inter-
nal and external threats® in order to isolate structural
and functional CI. The purpose of carrying out method-
ical systematic risk estimations and the maintenance
of CI resources was to assess threats and susceptibili-
ties and to prevent and minimize the level of a single
incident, a group of incidents and incidents that turned
into a crisis. In the following discussion the focus is

placed mainly on methodical protection.

The Act of 26 April 2007 on crisis management, here-
inafter referred to as the Act, imposes an obligation
todraw up plans and reports on national security.
One of the most important reports is the report
on threats to national security developed to the re-
quirements of the National Crisis Management Re-
port’, hereinafter referred to as the Report, wherein

of health, h) transport i) rescue, j) ensuring the continuity
of the public administration, k) the production, storage,
handling and use of chemicals and radioactive materials,
including pipelines containing hazardous substances (_..).”

()

The threat is a phenomenon caused by the interaction
of human, material objects or phenomena, leading to increased
risk of adverse events, and in the case of a significant
worsening of their well, to an emergency.
Council of Ministers of 30 April 2010 on the report of threats

to national security (Journal of Laws of 2010 No. 83, item.
540).

3
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the coordination of the preparation is provided by the
Director of the Government Security Centre (GSC)".

The main objectives of the Report are to identify
the most important national security threats and assess
their risks. The document contains strategic objectives
and projects that should be implemented in order to
minimize the possibility of hazards and their effects.

After analyzing all of the information in the Report,
it appears to be necessary to develop a model of CI
information for possible risks in order to provide
a single, multi-dimensional and objective description
of them. Model information risks CI could be used
to support decision-making in crisis management. In-
formation Model CI threats could also be useful for the
construction of the so-called system of methodical CI
resource protection, as they cover all the stages of crisis
management, including:

e collection and aggregation of operational data about
the state of the CI,

e analyzing and reporting the status of threats to the
CL,

e operational management of a crisis,

e planning and strategic management to ensure the
safety of the state.

2 Purpose and structure of the research

To make methodical resource protection IK possible,
itis necessary to conduct systematic modeling
and analysis of the structural-functional compounds
which appear in a CI and its environment. For this pur-
pose, the administrative structure of the state creates
a virtual network of nodes and relationships administra-
tive, whose task is to monitor the resources required
for CI, on the basis of systematic analyses of threats,
susceptibilities and risks of impacts (events). Virtual
nodes are divided into: operational nodes (representing
physically separate resources CI), intermediate nodes
corresponding to the administrative structure of the
state (municipalities, counties, provinces) and the cen-
tral node.

In order to test the effectiveness of methodical protec-
tion, it is necessary to prepare a unified conceptual
and algorithmic apparatus which can be used to:

* The Act of 26 April 2007 on crisis management (Journal
of Laws of 2007 No. 89, item. 509, Art. 5a).

* describe the dynamics of the characteristics of re-
source sharing in relation to the characteristics
of risks and susceptibilities in the nodes of the oper-
ating networks,

* calculate the potential risks and potential suscepti-
bilities in the operational, intermediate and central
nodes,

« calculation of the risk of incidents, groups of inci-
dents and crisis events,

* build a simulation model of a virtual network
of nodes and links to assess various administrative
issues, in order to monitor and consolidate the char-
acteristics of the potential risks and potential sus-
ceptibilities of online network nodes,

* build a model of decision-making for virtual net-
works of nodes and create administrative links
which are capable of supporting hierarchical deci-
sion-making CI administrators in the minimization
of the risk of incidents and the liquidation of the
consequences of their occurrence.

The main objective of the study is to prepare a method-
ology for assessing the risk of a crisis, in particular
the destruction or disruption of CI. During a detailed
analysis of risk assessment issues emergencies, one
of the most difficult problems turned out to be develop-
ing comprehensive procedures that:

e cnable the collection, aggregation and processing
of data about threats in all the distinguished sys-
tems of CI,

o take into account the interaction of the threats posed
by CI and their consequences in the form
of a domino effect in the relationship between Cls
and CI relationships with the environment,

e allow for modeling and generating forecast threats
which may be spread in internal and external CI en-
vironments,

e are consistent methodically at all levels of crisis
management CI,

e can be used for the development of planning docu-
ments and reports of research internships for crisis
management CI.

In order to achieve this objective, there needs to be:

e an assumption that the areas of critical infrastructure
are created by class resources that are vulnerable
to threats from other resources and are themselves
a threat to the resources in their environment,
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e a listing of the characteristics of the classes of re-
sources on the basis of their susceptibility, and of
the risk they create for the CI resources of their sur-
roundings and the proposed positioning of the re-
sources in time and space, taking into account
the geographical distribution of resources and their
destructive effects on other resources, as the threats
and, consequently, the risks depend on the configu-
ration of resources and their potential impact.

In order to develop comprehensive crisis management
tools, CI is necessary to formulate guidelines to con-
struct a model based on dynamically developing inter-
actions (incidents) within and between Cls. It was
assumed that the proposed model would be based
on the decomposition of CI resources, taking into ac-
count the correlation (coincidence and synergy) of the
relationship between Cls in the event of a threat. Such
an approach should enable the modeling and analysis
of the spread of incidents in and between Cls, and may
be relevant to the overall assessment of the risk
of a crisis in a functioning CI.

A model based on dynamically developing interactions
(events) between CI resource approach was applied [7],
involving the decomposition of CI in clearly distin-

guishable classes of stocks including:
e proposed characteristics

of resources,

repertoires (attributes)

e the criteria for the selection of the characteristics
of resources,

e proposed principles of mutual positioning of re-
sources in the CI, which are important to indicate
the impact of a full or partial loss of the resources
to threats in other resources belonging to CI.

This approach allows for the identification and assess-
ment of susceptibilities and threats to Cls, the identifi-
cation and analysis of interdependencies of a geo-
graphic nature, and between CI systems. It is anticipat-
ed that the model will be used to prepare the system at
any level of crisis management to enable the collection
of operational data about the state of CI, the aggrega-
tion of the data collected and the analysis and to report
the status of threats and emergencies related to CI.

In work is intended to:
o present selected elements of the theory of resources

(Section 3), as a basis for the interpretation of the
classes and the critical infrastructure of resources,

o clarify the concept of CI and the CI system (Section
4),

e formulate guidelines for the construction of a CI
model, assuming that Cls are created by class re-
sources that are vulnerable to threats from other re-
sources and are themselves a threat to the resources
in their environment,

o identify the characteristics of the classes of re-
sources offered by the specification of the character-
istics of their susceptibility to hazards and dangers,

e propose the positioning of resources in time
and space by taking into account the geographical
distribution of resources and timing their destructive
impacts on other resources, assuming that the con-
sequent risk depends on the configuration of re-
sources and timing of their interactions,

e specify an initial proposal for a repertoire of attrib-
utes that can be harmonized for all critical infra-
structures, which would allow the development
and use of the same tools for collecting operational
data, the reporting and aggregation of data and the
conduct of analytical and decision support.

3 Elements of the theory of resources

The concept of a resource is regarded as a universal
term, in the place of which the name of the highlighted
item (real or abstract) of the modeled reality is substi-
tuted. A resource can be “something” or “someone”.
Resources can have a structure can be described as a set
of attributes (features) which overlap between specific
compounds. It is possible to specify the class of re-
sources to which they belong and the sets of attributes
of their individual values for each resource belonging
to their specific class. The analysis conducted in this
part of the article reflects on the trading of resources,
the dynamics of the processes carried out by the re-
sources and decision-making processes, the associated
resources and their interaction processes.

The aim of the analysis is to identify structural-
functional phenomena for the effective implementation
of and management of their resource decision-making
processes. The efficiency of particular resources is
evaluated based on the criteria of balance, ensuring
the desired states of structural-functional relationships
in distinguished categories of critical infrastructure.

The considerations are carried out from three perspec-
tives: resources, processes and decisions. These per-
spectives are interwoven in order to allow their mutual
interpretability and coherence in the course of analyz-
ing the results of the theoretical and practical aspects
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Figure 1. Mutual activities of the two resources - output channels of threats
and input channels of susceptibility objects Oi, Oj

of the structural-functional phenomena being observed.
Other research perspectives on integral assessments
of potential impacts (e.g. risk factors), risk assessment
and situational management (crisis management) will
be included, using unconventional operating systems,
game theory, semiotics, Pavlovian networks, theories
of catastrophe and other research methods.

The key assumption is that of the methodological co-
herence of models, guaranteeing their co-operation
in specific technological layers of a crisis management
system.

The prospective “resources” make possible a resource-
oriented (static and dynamic) interpretation of interact-
ing fragments of physical reality and information.
The task here is to identify all the objects in this reality
which are essential for maintaining the desired balance.

The prospective “processes” show the dynamic pro-
cesses of recognition of objects in the course of their
interactions. The construction and analysis of the pro-
cesses taking place in the objects and between objects
can be used to define and solve decision problems re-
lated to the maintenance of the desired objects in a state
of equilibrium.

The prospective “decisions” relate to the definition
and decomposition of decision problems, which should
lead to the determination of the trajectory of the desired
parametric resource states in the process of the setting
up and interaction of objects.

The material presented is the result of the selection
of a group of systemic issues that can be presented
in a form that does not seem to be too simple and also
does not require the use of excessive abstract notation.
Among the topics were selected elements of an engi-

neering and utility that can be used for modeling
and designing systems and the nature of organizational
and technical information, in order to help define
the roles of people and resources.

The condition of effective coordination of resource
interaction is necessary to recognize the morphological
characteristics, and above all the functions, structure
and transformation of these characteristics. Well-
constructed ontology area interactions can significantly
affect the architecture (spatial structure) and function
(efficiency) crisis management system.

For the purpose of resource configuration, the analysis
is treated as a collection of object related channels,
wherein the channels play a key role by which the ob-
jects communicate with each other. Channels corre-
spond to those objects, and the values of their states
correspond to the current values of the attributes of the
resources. An illustration of the mutual activities of the
two resources is Fig. 1, which shows two related object
channels.

The susceptibility of objects O; and O; is modeled by
susceptibility function systems (observation) Pu.
Threats of objects O; and O; are modeled by functions
threats systems (extortion) Qu.

Channels act as storage facilities - and if detailed de-
scription is necessary - they can be interpreted as ob-
jects, thus creating a multi-layered model of resource
configuration. The phenomena occurring in the chan-
nels of the object are treated as processes of risks
and susceptibility. It is assumed that any operation
of the object can be described by sequences of discrete
events that enforce and control the repertoires of finite
state channels.
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element (internal object
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Figure 2. Object and its elements connected with channels as a model of particulars and phenomena

The concept of the object can also be used to describe
physical reality, and in rare cases to the description
of the corresponding unstable virtual reality. The facts
are also used to describe phenomena (interactions)
in them or between them occurring. The concept of the
object is used to model the structure constant during
each of the interacting fragments of material reality.
The concept of phenomenon is used to describe
the effects of the interaction of objects.

The discussion may include occasions when the con-
crete can take the form of material - for example, high-
lighting the physical condition of the channel
or information form - such as a data record stored
in the buffer memory.

With such facilities, class invariants (invariants)
and meta-language descriptions of physical reality can
be constructed. Fig. 2 illustrates the three levels
of modeling (object - element - impact) and analyzing
fragments of physical reality. Processes occurring in
physical reality may be presented at the level of meta-
language descriptions of the particulars and phenome-
na, if the only concrete fact assigns the element related
channels into a single object. In this description, the
channels are used to model the interaction of particu-
lars. In this interpretation, the impact of particulars are
presented by the relationship of mutual threats and
susceptibilities recorded onthe channel connecting
material objects (particulars) and other related phenom-
ena.

4 Positioning resources - the interdependence
of CI

The use of the resource approach makes it possible
to define critical infrastructures as systems including
their constituent functionally interrelated objects, such
as building structures, equipment, installations, services
crucial to the security of the state and its citizens
and to ensure the smooth functioning of the public
administration, as well as institutions and entrepre-
neurs.

As stated in the National Programme for Critical Infra-
structure Protection (NPCIP): “Identification of facili-
ties, equipment, installations or services whose
destruction or disruption of the operation would cause
a crisis, is a key step in the process of protecting CIL.”
Part of NPCIP’s proposed method for identifying criti-
cal infrastructure uses identification criteria for each CI
system, describing them as criteria for the systems.
These criteria quantitatively or subjectively character-
ize parameters (functions) resources (objects, devices,
systems or services), which are suitable for resource
allocation to critical infrastructure. This approach al-
lows for a definition of the critical infrastructure of the
simultaneous decomposition of CI systems and constit-
uent resource classes, which can also be considered
as part of the CI in the system, as illustrated in Fig. 3.

The CI system is built in accordance with the represen-
tation of the concept. For each operational area R (e.g.
municipalities) are specified as real property, equip-
ment, installations, and other systems belonging
to various classes of CI and their resources (Fig. 4).
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Figure 3. The decomposition of CI systems
and their constituent classes of resources
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Figure 4. The resource features in the operating areas rki of CI systems

Table 1. Classes of resources in the CI systems

CI system (CIS) in operational area R
resource
AB BC CD DE EF FG GH [  ...... XY

rk1-AB 1 0,5 0,1 0,2
rk2-AB 1 0,1

ces 1
rkn-AB 1 0,4
rk1-BC 1 0,2 0,2
tk2-BC 1

cee 1
rkn-BC 1
tk1-FG 0,2 1
k2- FG 1
rkn- FG 1
rk1-GH 0,2 1
rk2-GH | 0,1 0,3 1
rkn- GH 1
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Table 2. Classes of resources in the CI systems

ABdl[ Bcdl| oo bDedl| EF}| FG| GHID
AB
BC 0,4 0,2
CD 0,5 0,2
DE 0,1 0,2
EF 0,1 0,3
FG 0,5
GH 0,2

Individual CI systems are interrelated and interdepend-
ent. Many CI systems realize their functioning due
to the availability of resources contained in other sys-
tems of CI. This relationship can be represented as
a table: CI resource systems (Table 1).

Resources belonging to a particular CI system are rep-
resented by the value 1.

The estimated impact of a resource on the functioning
of the other CI systems is indicated by parameter val-
ues in the range of 0 to 1. An analysis of parameter
values and their distribution, as presented in Table 1,
isused to determine the resource position of critical
infrastructures, both in terms of scope and strength
of their impact on other CI systems.

Analyses of parameter values and their distribution
in Table 1 are used to determine resource positions
in critical infrastructure, in terms of both the scope
and strength of its impact on other systems CI.

Based on the data entered into Table 1 it is possible
to determine the interdependence of CI, including
the extent of mutual dependence.

In Table 2, the rows and columns of the table refer
to the individual CI systems. The values entered in the
table cells indicate the degree of impact of the CI sys-
tem as indicated in the column header whereby CI sys-
tems are placed in the rows on the table. It can be seen,
for example, that the CI system AB is indicated as the
impact on the functioning of the BC, CD, DE, EF,
and GH, but that it is not itself susceptible to disturb-
ances caused by the reduction or absence of the opera-
tion of the other systems. The BC may cause harmful
interference to systems CD and FG, but is prone
to interference from both the AB and FG.

Information about the mutual interdependence of Cls
can be useful when making decisions during crisis
management.

5 Resources and hazards clusters

Resource taking (in a “more or less” controlled) way
of the effects of threats in the coming months from
resources with regard to location, processing, remem-
bering and communicating in the form of further threats
(extortion) and adjacent resources.

An analysis of this process may be important for under-
standing the phenomenon of pyramidal dominos in the
spreading of threats and emergencies.

Fig. 5 shows two models of hyper graph clusters result-
ing in risks of structural transformation of resources
that have moved relative to each other (stock-
components are shown as hatched circles) and which
initiated the creation of negative interactions within
these clusters.

Hyper graph arcs indicate the direction of the threats
(negative interactions) between resources. One of the
arcs illustrates the risk-return “self-destruction”. Some
of the arcs indicate the risks posed by the resources
deployed in the interior of the structure of other re-
sources.

In situations of real threat, the nature of CI resources
and CI systems interdependence should be considered
by taking into account the dynamics of movements
of resources (direction, time, and potential threats or
susceptibilities). For this reason, each distinguishable
resource belonging to the CI system should be inter-
preted as “a cluster of risks”.
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Figure 5. Hyper graphs clustering models of risk

In Fig. 6 the configuration of the cluster resource risks
is shown. It is possible that each resource R; may con-
tain in its distinguishable structure other CI resources
which should be treated as a cluster risks. Resource

interactions K;; are represented and transformed in the
form of channels in which threats and susceptibilities
are processed and balanced.

Figure 6. The cluster resource configuration

6 Susceptibilities

Concepts of susceptibility and susceptibility analysis
usually arise in the context of IT technology. Infor-
mation resources, including data often strategically
located in the IT infrastructures of organizations, are
susceptible to a number of internal and external risks.
Identification of critical resources and analysis of their
susceptibility makes it possible to evaluate the effec-
tiveness of current safeguards and formulate proposals
for solutions to improve their safety.

Topic susceptibility has been taken in many environ-
ments after 11 September 2011, when a terrorist attack
highlighted the susceptibility of many systems at risk,
which were not expected, using procedures that would
allow for reducing the effects of hazards.

The analysis of critical resources and potential threats
seems to be insufficient. The effects of the same risks
in relation to the resources of the same class may be
very different due to the varying susceptibilities
of resources to the same threat.
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Conclusions from the analysis based on risk and susceptibility to the threat of resources:

1) Resources of a particular class, included in the critical infrastructure have established repertoire of already
differentiated features (Fig. 7).

// class \ / \ [ \
of resources A resource A-a resource A-b

A1 :> Al-a Al-b

A2 A2-a e A2-b

An An-a An-b

\_ J
> - ~ Y

Figure 7. Class of resources

2) A fixed subset of a class of resources determines their susceptibilities to the threat to specific resources (Fig. 8).

class of resources A

A1
A2
A3
A4
susceptibility of specific features A5
Ap
Ar
As

Figure 8. Susceptibilities of class of resources A expressed by the values of the features

3) With each threat a resource assesses susceptibilities to it, so each class of resources will also have a correspond-
ing list of susceptibilities (Fig. 9).

threat 1 class of resources A

|—> 1-st susceptibility determined by features 2;

A3

- - A4
threat n A5

——| n-th susceptibility determined by features 1 Ap
Ar

As

Figure 9. Threats and susceptibilities of the class of resource A expressed by the values
of the features
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4) It seems that susceptibility is a function of the features and will be distinctive and individual for each resource

in terms of its value - and does not use the same class of resources with different characteristics (Fig. 10).

class of resources A

susceptibility 1A-a determined by features

\ 4

<

-

threat x

susceptibility 1A-b determined by features

~

resource A-a
A1l-a
A2-a
A3-a
Ad-a

Ar-a

~

(/1

/]

resource A-b

/yA'l -b

A3-b
A4-b

Ar-b

/

Figure 10. Relationship “threat x - susceptibility class resources"
expressed in the values of the features

5) The specific features of the object determine its susceptibility to risk and their impact on the susceptibility can

vary considerably. It thus seems necessary to position the characteristics of resources in terms of their susceptibil-

ities to risk (Fig. 11). It may be that susceptibility analysis procedures assume that the sum of the weights should

be 1 - similar to modeling problems, decision areas and decision-making processes [3, 4, 6].

class of resources A

A1
A2

03, A3
> A4

A5

0,5

susceptibility determined by features
with assigned weights

Ap
Ar
As

Figure 11. Susceptibility of the resource expressed using weights

assigned to groups of features
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6) The values of the resource attributes can change
over time, which makes it possible to change the
susceptibility of resources to a threat by means of
established policy changes to its characteristics. It
should, however, be noted that changes in the value
of certain features associated with different resource

threat 1

susceptibilities may cause a reduction of one form
of susceptibility while increasing others. With the
change in the value of individual features, adjusta-
ble sensitivity class share resources can be weighted
assigned to groups of features (Fig. 11 and Fig. 12).

class of resources

\—> susceptibility 1 specific features

Al
A2

threat n

A3
A4

\ 4

susceptibility 2 specific features

Figure 12. Illustration relationship threats and susceptibility Class A resource
expressed in the values of the features and weights are assigned to groups of features

7) Since the values of various characteristics may vary
over time as a result of threats or due to business re-
sources of the owners, the changes may involve ad-
ditional susceptibility. Such values may change
rapidly, and should be determined in real time,
which is only possible with the support of IT tools.

8) Susceptibility to risk may also arise from the inter-
dependence of resources as a result of the overlap-
ping of critical infrastructures and mutual threats
posed by the domino effect.

7 Summary

The interpretation of critical infrastructure in terms
of resources allows the use of a simple conceptual ap-
paratus to describe the complex question of the identi-
fication of CI systems, which is the basis of specific
actions related to national security. In the course
of further work this provides a critical analysis of infra-
structure systems in terms of their resources. Test spec-
ification attributes are required in the process
of reporting, analysis and decision-making as well
as activities related to the provision of national securi-
ty.

The proposed approach allows the interpretation of all
the data required to prepare the report on the dangers

in the category of resource characteristics of critical
infrastructure. This includes data on resources and data,
from which information about mutual interdependen-
cies of resources can be obtained, as well as data about
the dynamics of changing times under the threat
of deliberate action by the owner or resources includ-
ing, for example, changes in the characteristics of the
resources that reduce susceptibility.

The inclusion in the model of the characteristics
of resource susceptibility to hazards can be used to:

o assess the effectiveness of current security
and of possible changes in reducing susceptibility
to specific risks and increasing safety parameters

in the area of critical infrastructure,

e assess risks in the form of a risk account for which
various features contribute to the increasing suscep-
tibility of resources at risk.

In the course of further work a multidimensional in-
formation model of CI is planned, combining a descrip-
tion of the dynamics of susceptibility and threats to CI
systems.

The expected result will be the ability to conduct effec-
tive risk calculation for crisis management of CI re-
source configurations.
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