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Introduction

Studies that make use of the bioelectric activity of the brain and falling back
on the EEG are presented as an alternative to classical polygraph examina-
tions, especially those that make use of the Guilty Knowledge Tests/Concealed
Information Tests (GKT/CIT). Their main purpose is detection of concealed
information through the analysis of the bioelectric activity of the brain in re-
sponse to presented stimuli. The article aims at elucidating the main questions
concerning the detection of concealed information with the use of P300 po-
tential amplitude analysis, discussion of the chief advantages and disadvan-
tages of the method, and presentation of a review of seminal studies.
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A recording of the brain’s bioelectrical activity: evoked potentials

The first studies that made use of the EEG as an alternative for the polygraph
focused on analysing the alpha rhythm, and especially its changes while lying
(Obermann 1939). Beginning with the 1980s, special attention in studies of
detecting concealed information has been devoted to the analysis of evoked
potentials (EP): a distinctive, time-specific bioelectric response of the brain,
also known as the event (or stimulus) related potential (ERP) (Schmitt 1993;
Fabiani, Gratton, Coles 2000; Sosnowski 2000). As the spontaneous electric ac-
tivity of the brain greatly exceeds the value of the evoked potential,’ there have
always been certain difficulties related to its recording. The first to record suc-
cessfully the evoked potential from the surface of the head was Dawson (1947).
Replicating repeatedly the presentation of a stimulus in the form of an electric
shock, he recorded each reaction visible on an oscilloscope with a still camera.
The brightest spots on the photograph were connected to the places where
the successive passages were ideally coherent. Known as superimposition, the
method was the first to allow studying evoked potentials. Today, thanks to the
use of amplifiers connected to computer data acquisition systems, averaging
of the potentials, that is averaging a record after multiple presentations of the
same phenomenon, is a common method (Jaskowski 2008). Its foundation is
the assumption that activity related to a stimulus will be correlated with it in
time (in the successive presentations, it will have a similar latency: it will be
present after the passage of the same period of time from the moment when
the stimulus is presented) (ibidem). In turn, the spontaneous activity of the
brain is treated as a particular noise, which, as random, should be eliminated
during the averaging. In result, the changes related to the stimulus should be
the only visible elements of the recording (Fabiani et al. 2000).

One of the most important divisions of the evoked potentials is the distinc-
tion between the exogenous and endogenous potentials. An exogenous (aka
sensory) potential is one whose characteristics are related to the properties of
the stimulus itself (its modality, frequency, and amplitude) (Fabiani et al. 2000;
Sosnowski 2000). In turn, the term ‘endogenous potential’ is used to denote
such a bioelectric reaction whose characteristics are related to the subject’s
own operation, and interaction between the stimulus and the subject (ibidem).
It can be related among others to an emotional or cognitive reaction to an event
or an unexpected change in the features of an event (Szelenberger 2001).

! It is a certain simplification to state that the evoked potential lies within the range of a few
microvolts, while the spontaneous activity registered during a test reaches approximately 15 uV
(Fabiani et al. 2000).
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While Describing potentials, special attention is paid to positive and negative
peaks in the course (Fabiani et al. 2000; Szelenberger 2001). The individual
peaks are described for their polarity and delay after the presentation of the
stimulus. This passage of time is known in literature as the latency of the peak
(Fabiani et al. 2000; Schmitt 1993; Sosnowski 2000). Different researchers cal-
culate the value of the amplitude of the evoked potential differently in their
studies. The two most frequently applied methods are the baseline-to-peak
method, and the peak-to-peak method (Fabiani et al. 2000). In the first, the
amplitude of the potential is calculated from the baseline (zero level) set dur-
ing the averaging to the maximum value of a given peak. In turn, the other one
treats the value of the amplitude as the difference between the highest value of
the given peak and the maximum value of the peak following it and bearing the
opposite sign (Fabiani e al. 2000). The naming convention of individual peaks
refers most often to their polarity and time of latency. For example, the P300
peak describes the positive peak (P) appearing approximately 300 ms after the
presentation of the stimulus (ibidem). It is also worth mentioning that individ-
ual peaks are also known in literature as potentials, hence the P300 peak is also
referred to as the P300 potential, with the names being used interchangeably.
As this peak has the greatest significance from the point of view of studies of
the detection of concealed information, the following subchapter is devoted to
its characteristic traits, and especially to its cognitive correlates.

P300 potential: cognitive correlates

For the first time the P300 potential was described in the 1960s by Sutton
and his team (1965). As was mentioned earlier, the name of the potential is
related to its positive polarity and latency time of around 300 ms. As, however,
the studies proved that it can emerge even 800 ms after the emergence of the
stimulus, some propose to call it the P-3 peak, i.e. the third positive peak from
the emergence of the stimulus (Sosnowski 2000; Schmitt 1993).

Plenty of procedures were developed to investigate the P300 potential; the
most important of these being (after Polich, Criado 2006): single stimulus task,
oddball task, and three stimulus task procedures. In the single stimulus pro-
cedure, the task of the subject is to react to the only rare stimulus (target) that
appears in different time spaces. The P300 potential is expected to follow its
presentation. In the oddball procedure, a set of two different stimuli is present-
ed in a random order. One of them is very frequent (a standard stimulus) and
the other — very rare (target). It is expected that the P300 potential will emerge
in response to the rare stimulus, unlike in the case of the frequent stimulus.
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The three-element procedure is akin to the oddball task, yet, besides the rare
stimulus of the target type, and the frequent standard stimulus, there emerges
the third rare stimulus: the distractor. The task of the subject is to react only to
the target-type stimuli, ignoring all the others. This procedure should result in
the emergence of two P300 potentials with different characteristics: a P3a sub-
component in response to the distractor, and a P3b subcomponent in response
to the target-type stimulus.?
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Figure 1. The P300 Potential (in blue) in response to a rare and significant stimulus (source: own
study). According to a convention of evoked potential studies, positive values are situated below
the OX axis.

Most investigations were devoted to the amplitude and latency of the P300
peak. Taking into account the localisation of electrodes, it was discovered that
its amplitude is highest in the central line, with the value growing from the
Fz lead over frontal lobes to the Pz lead over occipital lobes (Johnson 1993).
Recapitulating the current state of the art on the P300 potential, Polich (2007)
observed that the value of the P300 potential amplitude is related to a number
of cognitive factors. Referring to the context-updating theory, he stressed that
the emergence of the P300 potential in response to a new stimulus is related
to the updating of the mental representation (Donchin 1981; for a summary
of the theory, see: Polich 2007). It was observed (ibidem) that this concept of
emergence of the P300 potential is close to the description of the rudiments

2 The subcomponents P3a and P3b are described in detail further in the chapter.
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of the orientative response (the changes registered at the level of function-
ing of the autonomous nervous system, and in the behaviour of a person in
response to the novelty or change of the stimulus) (see: Donchin 1981), with
some researchers even making a direct reference to the concept of orientative
response in interpreting a greater amplitude of the P300 potential, for exam-
ple, in reference to the detection of concealed information (see: Vrij 2008).
However, Donchin (1981) believes that the orientative response is a tactical
one related to the planning of behaviour. For that reason, he claims that, un-
like the reaction of the autonomous nervous system, it is hard to consider the
P300 peak, a component of the orientative response. The researcher himself
connected the P300 with the processing of significant information and mem-
ory processes: learning (ibidem). Later works (among others Karis, Fabiani,
Donchin 1984) stated that the P300 potential is also the gauge of the proc-
ess of recognition of a stimulus learnt earlier. It is also worth adding that the
value of the P300 amplitude is related to the amount of attention resources
available and involved in the execution of the task: the more demanding the
task, the greater the amplitude of the potential. Yet in the case of simultane-
ous performance of two tasks — one which is to result in the emergence of the
P300 potential (e.g. oddball procedure), and the other that engages attention
resources — the increase of difficulty of the second task results in a drop in the
amplitude of the P300 potential in oddball procedure (see: Polich 2007). Ad-
ditionally, the value of the P300 potential amplitude depends on the distance
between the successive stimuli and is inversely correlated to the frequency of
presentation of the stimulus, and directly correlated with its significance: the
more rare and important the presented stimulus is, the greater the amplitude
of the P300 peak (Duncan-Johnson, Donchin 1977; Sosnowski 2000; Schmitt
1993). In turn, it is assumed that the time of latency is linked to the complexity
of the stimulus: time of its processing and individual differences in the cogni-
tive capacity of the individual (Polich 2007).

The basic information presented above refers to the P300 potential treated as
a uniform phenomenon, independent of the procedures applied and cognitive
mechanisms lying at its base. An increasing amount of attention is, however,
paid to a more precise understanding of its both neuro-anatomical and cog-
nitive grounds. A proposal was made to distinguish two subcomponents of
the P300 potential, namely the P3a and P3b (Squires, Squires, Hillyard 1975)
to distinguish the relatively quick (appearing already even between 220 ms
and 280 ms) positive potential emerging in a simple aural task in response to
a rare stimulus with the highest amplitude in fronto-central leads (P3a) from
a later positive potential (appearing after 320 ms) present in tasks that require
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the processing of the main stimulus, and attaining its maximum in central-
occipital leads (P3b) (for a more detailed discussion, see also: Polich 2007). In
his cognitive model of the grounds for the P300 potential, Polich (2003, after:
Polich 2007; Polich and Criado 2006) combines the P3a subcomponent with
the activity of the frontal lobes — the processes of attention employed in reac-
tion to a rare of physically significant stimulus, and P3b — with the additional
resources of attention and operations of memory updating related to the as-
sociative cortex.?

This allows an reflection that questions related to the study of the P300 po-
tential are highly complex. The above results also from the fact that the P300
potential emerges in response to each task that requires the differentiation
of the presented stimuli (Polich 2007). One of the attempts at the theoretical
approach to the question of the P300 potential is the inhibition hypothesis,
according to which it results from mechanisms involved in the inhibition of
excessive brain activity (see: ibidem). Polich (ibidem) points out that there are

a number of arguments in support of this hypothesis:

1) the need to inhibit unnecessary activity in response to stimuli with low
probability of occurrence (which allows believing that they are also biologi-
cally significant) results in the emergence of a greater P300 amplitude

2) the performance of a difficult, competitive creatively engaging task limits
the resources of attention and inhibition capacity, which results in a smaller
P300 potential

3) the level of inhibition is modulated by excitement, which changes the ac-
cessibility of attention resources, which in turn influences the character of
the P300 potential

4) latency of the P300 potential is linked to cognitive capacity (intelligence): it
is related to the speed at which the redundant reaction is inhibited

5) with age, and in the case of dementias, the amplitude diminishes, and the
latency of the P300 potential extends, which is linked to the weakening of
the cortical processes that stimulate inhibition

6) the assumed system of P3a and P3b neurotransmitters impacts inhibition
signals, which influences the P300 potential.

Due to the cognitive correlates of P300 potential amplitudes, this approach
lies in the focus of interest of researchers interested in studying memory and
concealed information.

® A highly detailed discussion of the studies conducted so far on the neuronal grounds for the
P300 potential and P3a and P3b subcomponents can be found in the quoted works of Polich
(2007) and Polich and Criado (2006).
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The P300 potential and polygraph examinations

The first mentions about the usefulness of the P300 potential analysis for de-
tection of concealed information can be found in the aforementioned article
by Karis, Fabiani, Donchin (1984), which showed that important (e.g. earlier
learnt) and rarely presented words evoke the P300 potential, while such a re-
sponse is not observable in reaction to frequent words, unknown to the sub-
ject.

The first attempt at using the evoked potential analysis was made by Rosenfeld
and his team (1987, after: Rosenfeld 2009). They observed a latent positive
potential between 400 ms and 700 ms from the emergence of the stimulus in
response to the presentation of an object in people who previously selected
one out of nine objects, and who were asked to conceal their knowledge dur-
ing the study. In the successive studies (Rosenfeld, Cantwell, Nasman, Wojdac,
Ivanov, Mazzeri 1988 after: Rosenfeld 1999) a simulated crime procedure was
used for the first time. During an experiment, the subjects received the task
to take one of objects deposited in a box. People from the control group were
assigned the task only to take a look at the hidden objects. The subsequent
analyses showed that the average value of the P300 amplitude was significantly
higher in the group of the ‘guilty’ subjects, who tried to conceal removing the
object than in the group of the ‘innocent’ (Rosenfeld, Cantwell, Nasman, Wo-
jdac, Ivanov, Mazzeri 1988, after: Rosenfeld 1999). At the same time, studies
of the possibility of detecting deception through analysis of the P300 potential
amplitude were conducted also by Farwell and Donchin, who presented their
results at a conference of the Society for Psychophysiological Research already
in 1986 (Farwell and Donchin 1986 after: Rosenfeld 2011), and published them
five years later (Farwell, Donchin 1991).

It makes sense to note that for over two decades the studies devoted to the
detection of concealed information based on the analysis of the P300 potential
amplitude enjoyed plenty of interest from researchers, especially although not
solely the ones gathered around Rosenfeld, the pioneer in the field. A number
of studies proved the potential applicability in using a modified procedure,
combining Guilty Knowledge Test and Control Questions Test as alternatives
to screening tests (pre-employment tests aimed at examining the candidate’s
previous history, e.g. prior breaches of the law) (Rosenfeld, Angell, Johnson,
Qian 1991; Johnson and Rosenfeld, 1992, after: Rosenfeld 2009). The proce-
dure was also tested as a method for detecting simulated amnesia (Ellwanger,
Rosenfeld, Sweet, Bhatt, 1996). Studies were conducted among others to de-
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tect: autobiographic data (among others: Rosenfeld, Rao, Soskins Miller 2003;
Rosenfeld et al. 2008), knowledge related to face recognition (Meijer, Smulders,
Merckelbach, Wolf 2007; Lefebvre, Marchand, Smith, Connolly 2009), infor-
mation obtained during a simulated crime (among others: Rosenfeld, Soskins,
Bosh, Ryan 2004; Winograd, Rosenfeld 2011), information obtained during
a simulated crime committed in virtual reality (Mertens, Allen 2008; Hahm,
Ji, Jeong, Oh, Kim, Sim, Lee 2009), and knowledge concerning terrorist at-
tacks (Meixner, Rosenfeld 2011). Studies devoted to the discovery of acquired
knowledge are inevitably a minority and only focus on elements that are cen-
tral (e.g.: Winograd, Rosenfeld 2011) or repeatedly reiterated for better reten-
tion (e.g. Rosenfeld, Biroschak, Furedy 2006).

Another product of the studies conducted was the development of an array
of procedures for disclosure of concealed information with the use of P300
potential amplitude analysis. The following subchapter is devoted to a detailed
discussion of the proposed procedures.

Development and modifications of EEG-supported study procedures
used to disclose concealed information

The first procedures for disclosing concealed information with the use of EEG
were akin to the Guilty Knowledge Test used in polygraph examinations. In-
troduced as a necessary modification of the GKT in the first study to be con-
ducted (Rosenfeld 1987) was the repeated presentation of each stimulus, that
resulted from the need to collect numerous reactions in response to the same
stimulus for later averaging. The successive studies (among others by Rosen-
feld, Cantwell, Nasman, Wojdac, Ivanov, Mazzeri 1988, after: Rosenfeld 1999,
Farwell and Donchin 1991) another modification was introduced, namely
a stimulus category was added: besides the significant stimulus called ‘probe’
and irrelevant stimuli from the same category (‘irrelevant’), this was the con-
trol stimulus — ‘target’ — unrelated to the crime, to which the subject was to
react in a different manner (by pressing a different button) than in the case of
all the remaining stimuli. This procedure known as 3SP (three stimulus proto-
col) has been used to this day (e.g. Mertens, Allen 2008; Hahm, Ji, Jeong, Oh,
Kim, Sim, Lee 2009; Rosenfeld and Lui 2008).

A certain variety of this three-element test is the proposal to use a modified
version of the Guilty Knowledge Test adjusted to screening tests (a combi-
nation of the Guilty Knowledge Test and Concealed Information Test) men-
tioned earlier. It assumes that the subject is presented with various behaviours,
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usually illegal or violating accepted norms — which is an element characteristic
of screening tests (Rosenfeld, Angell, Johnson, Qian 1991; Johnson and Rosen-
feld, 1992, after: Rosenfeld 2009) — rather than with elements of the commit-
ted crime (characteristic of GKT/CIT). However, characteristic of GKT/CIT,
the structure of the test has been retained.

The latest modification proposed by Rosenfeld and his team (Rosenfeld et al.
2008) is the so-called Complex Trail Protocol (CTP). It is an answer to the
main weakness of the three-stimulus procedure used earlier, namely vulner-
ability to counteraction. Rosenfeld and his collaborators managed to show that
the use of simple methods described in greater detail further in the article sig-
nificantly reduced efficiency of studies based on analysing the P300 potential
(Rosenfeld et. al. 2004). The CTP was intended as an answer to such charges.
During the study, a participant is presented with 4 types of stimuli: a signifi-
cant stimulus (‘probe; for example, the stolen object), non-significant stimuli
(‘irrelevants’: other objects), a control stimulus (e.g. a sequence of five ones:
11111), and non-control stimuli — other sequences of five identical digits. The
research conducted so far substantiates its high applicability and resilience to
preventing detection (Rosenfeld et al. 2008; Sokolovsky, Rothenberg, Labko-
vsky, Meixner, Rosenfeld 2011). Moreover, it is claimed that additional analyses
allow direct indication whether a given subject tried to resort to such meth-
ods (Rosenfeld, Labkovsky 2010; Meixner, Labkovsky, Rosenfeld, Winograd,
Sokolovsky, Weishaar, Ullmann 2013).

Guilty or innocent? Individual assessment procedures

This subchapter discusses an array of methods that allow classification of sub-
jects as ‘guilty’ or ‘innocent’ This is important, as the procedure applied proves
to influence the final result strongly.

The main drawback of the method of averaging potentials is that it results in
obtaining a single evoked potential through the averaging of all reactions to
the significant and irrelevant stimuli, which practically renders the application
of any statistical tests impossible in reference to the results of a single person.
In the first experiments (Rosenfeld 1987 and 1988, after: Rosenfeld 2011) clas-
sifying the subjects into two groups (guilty vs. innocent) the potentials were
mostly assessed visually. The first attempts at application of statistical meth-
ods (e.g. Student’s t-distribution tests) based on the distribution of individual
evoked potentials proved to be highly inefficient due to a very high share of
noise in the single iteration (Rosenfeld 2011).
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A solution to this problem, namely the use of the bootstrapping method, was
proposed in the studies by Farwell and Donchin (1986, after: Wasserman and
Bockenholt 1989; Farwell and Donchin 1991). Application of that method
makes it possible to obtain an entire distribution of average potentials for the
significant stimulus through sampling with replacement of sets that contain X*
individual iterations after the presentation of the significant stimulus and their
subsequent averaging (Wasserman and Bockenholt 1989). The process may
be repeated even 1000 times to acquire 1000 average potentials for the sig-
nificant stimulus, and the whole procedure may be repeated for irrelevant and
control stimuli as well (Wasserman and Bockenholt 1989).° Having obtained
the distribution of 1000 average passes for each stimulus category, various sta-
tistical tools can be applied to determine whether the reaction to the signifi-
cant stimulus differs from the reaction to an irrelevant one. One of the first
proposed methods for calculating the significance of this difference (Wasser-
man and Bockenholt 1989; Farwell and Donchin 1991) was the application
of comparison of two correlation coefficients: the correlation coefficient be-
tween the significant and irrelevant stimulus, and the correlation coefficient
between the significant and control stimuli. It was assumed that the ratio of
inter-correlation between the significant and control stimulus will be higher
in guilty individuals than the inter-correlation ratio between the significant
and irrelevant stimulus. It was expected that the evoked potential following
the significant stimulus in guilty individuals will be close to the classical P300
potential emerging after the control stimulus.

However, it was remarked (Rosenfeld et al. 1991, 2004; Rosenfeld 2011) that
due to the different characteristics of the stimuli and the task related to them,
it can be expected that the P300 potential following the control stimulus may
differ from the P300 potential following the significant stimulus. The control
stimulus is neutral for the subject, and its distinctive factor is only a differ-
ent motoric reaction. The significant stimulus acquires a personal significance
(ibidem) because the individual tries to conceal his or her knowledge related
to that stimulus. This difference between two types of stimuli may result in
the two potentials differing in the phase, and/or differ in the form or time of
latency, as presented in the studies of Rosenfeld and his team (2004). Moreo-
ver, Rosenfeld (2011) emphasises that in the case of this method, the correla-

* Wasserman and Bockenholt (1989) proposed the sampling of 10 single passes, currently the
number of the passes drawn is equal to the number of accepted passes (containing no artefacts)
for the significant stimulus.

® Currently, the sampling is most often repeated 100 times, although as Rosenfeld remarked, 50
iterations are also sufficient (Rosenfeld 2011).
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tion coeflicient between the potentials following the significant and irrelevant
stimuli may be high in the group of guilty subjects, even if the amplitudes
differ greatly one from the other, on the condition that the very shape of the
potential is similar.® Despite the method proposed by Farwell and Donchin to
eliminate the last problem, Rosenfeld with Allen claim that the proposed rem-
edy will not bring about the intended results in all cases (Rosenfeld 2011).

Another, and currently the most popular, method for individual diagnosis in
detection of concealed information used in reference to the bootstrapped dis-
tribution of average potentials is the individual calculation of the difference
between the value of P300 potential amplitude following the significant stimu-
lus and the value of the P300 potential amplitude following the irrelevant stim-
ulus (Rosenfeld et al. 1991, 2004, 2008, 2010; 2012; Sokolovsky et al. 2011). The
result of these calculations is a distribution of, for example, 100 differences’
between these two amplitudes. It is assumed that if, as result of these com-
parisons, the difference is greater than zero in 90% of cases,® i.e. the amplitude
of the P300 potential per significant stimulus is greater than the amplitude of
the P300 potential per irrelevant stimulus, the subject is in the possession of
knowledge concerning the given event, or, in other words, is guilty.

Besides the methods above described, literature also contains proposals of
using other statistics to determine whether a person holds information that
the investigator finds interesting. Rosenfeld and his team propose a certain
modification of the method based on bootstrapping and the volume of ampli-
tude, in which — instead of counting the number of cases where the amplitude
following significant stimuli is greater than the amplitude following the irrel-
evant stimuli — tests based on the differences of the averages are used (Lui,
Rosenfeld 2008). Another proposed method of assessing the evoked potentials
is the use of methods based on Bayesian probability (Allen, lacono, Danielson
1992). An advantage of this method is the possibility of employing a range of
indicators to determine whether the reaction to the significant stimulus differs
from the reaction to an irrelevant stimulus, for example, the simultaneous ap-

¢ Rosenfeld (2011) states that such a probability concerning the shape between the potential af-
ter the significant stimulus and the potential after an irrelevant stimulus can be observed among
others in the studies by Farwell and Donchin (1991), Allen et al. (1992), and in the studies of
Rosenfeld himself and with his team (1991, 2004).

7 The number depends on the number of the samplings made.

8 The threshold value is conventional: the value of 90% is most frequently used in the case of
well learned material or autobiographical data, while in the case of data acquired during an
event, it makes sense to lower the threshold to 80% (Rosenfeld: information acquired in per-
son).
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plication of the volume of amplitude, the correlation coefficient, morphology
of the potential, and/or reaction times in a behavioural task (ibidem). Studies
conducted by Allen, Iacono (1997), and Mertens and Allen (2008) also demon-
strate its higher efficiency (than e.g. the method proposed by Rosenfeld) in the
detection of concealed information. Yet Rosenfeld (2011) remarks that neither
of these studies is fully representative. In the first, the amplitude of the poten-
tial (part of the bootstrapping method based on the volume of the amplitude)
was calculated according to the baseline-to-peak method instead of the peak-
to peak method more efficient in the case of disclosure of concealed informa-
tion (see: Soskins, Rosenfeld, Niendam 2001; Meijer, Smulders, Merckelbach,
Wolf 2007). In turn, all the methods used in the second study proved very low
efficiency, and the high results in the one proposed by Allen concerned only
certain cases of using detection prevention methods in the 3SP procedure.

Procedures countering detection in the analysis of evoked potentials

One of the grounds for seeking new methods of detecting concealed informa-
tion was the vulnerability of polygraph examinations to methods upsetting de-
tection applied during the examination. Examinations that made use of brain
activity registration were to provide an answer to that weakness. For a long
time, it was believed that due to the nature of registration of evoked poten-
tials (changes of the order of a few hundred milliseconds) and the manner of
stimulus presentation (very frequent and quick presentations), any detection

frustrating methods is inconceivable (Ben-Shakhar, Elaad 2002; Lykken 1998,

after: Rosenfeld 2011). Yet, as studies referring to the three-stimulus (3SP)

method, highly popular until recently, show, the use of simple ruses that can
be learnt independently decreases significantly the accuracy of conclusions
drawn from the analyses of evoked potentials (Rosenfeld et al. 2004; Mertens,

Allen 2008). The methods applied include:

1) increasing the intensity of the irrelevants (non-significant stimuli) for ex-
ample through:

a. imagining being slapped in the face whenever the first irrelevant stimu-
lus appears, straining the sphincter muscles whenever the second irrel-
evant stimulus appears, pressing the toes to the floor whenever the third
irrelevant stimulus appears, and abstaining from any activity whenever the
fourth irrelevant stimulus appears

2) increasing the significance of the control (target) stimulus e.g. through:

a. imagining being slapped in the face whenever the target stimulus appears

b. pressing the toes to the floor whenever the control stimulus appears.
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As has been mentioned, the results of this research was the development of
a new procedure: the Complex Trial Protocol (CTP), which proved resilient to
detection prevention methods used so far (Winograd, Rosenfeld 2011; Rosen-
feld, Labkovsky 2010).

The efficiency of disclosing concealed information with P300 potential
analysis

Literature sometimes features information about 100% efficiency of disclosing
concealed information through the investigation of evoked potentials (Farwell
2012; Farwell, Richardson, Richardson 2013). Such assurance is related to the
person of Lawrence Farwell, one of the pioneers of studies in detection of con-
cealed information and the founder of the Brain Fingerprint Laboratory offer-
ing tests detecting concealed information, among others in criminal cases. The
initiative was criticised by other researchers (e.g. Rosenfeld 2005) as too quick
an attempt at monetising research results. Moreover, researchers were critical
about Farewell’s assurances about the excellent efficiency of his method and the
studies he conducted, and pointed to a range of errors in his interpretation of
results, and challenged the method of result calculation (Meijer, Ben-Shakhar,
Verschuere, Donchin 2013). For that reason, the results of Farewell’s research
are not accounted for in this chapter. Table 3 presents a review of EEG-enabled
studies on disclosure of concealed information conducted so far.

Despite a plethora of experiments conducted so far, it is very difficult to de-
termine the general efficiency of the method of detecting deception with the
use of evoked potentials. An aspect that renders the above more difficult is the
fact that the studies made use of various experimental procedures (both classi-
cal 3SPs, and the later — CTPs), different methods of assigning subjects to the
groups of ‘the innocent” and ‘the guilty; and the fact that some of the studies
were geared towards researching the methods of frustrating such detection.
Analysis of the data available demonstrates that the studies making use of the
P300 potential recording do not attain a significantly higher efficiency than
polygraph examinations, although the results can be considered promising. It
was worth adding that there is a shortage of field studies on the efficiency of
detecting concealed information with the use of the P300 potential analysis.
One of the few studies, conducted still early in the 1990s, points to its effi-
ciency being lower than that of polygraph examinations (Miyake, Mizutanti,
Yamahura 1993).
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Table 3. Efficiency of selected concealed information detection studies making
use of the P300 potential analysis

comments on the subject of the ‘innocent’ ‘guilty’
study, its procedure, and meth-
ods of data analysis

data

source correct incorrect correct incorrect

virtual simulated crime — well
learned material — bootstrapping —  27% 13% 44% 0%
correlations™

virtual simulated crime — well
learned material — Bayesian prob- ~ 94% 6% 47% 53%
Mertens, ability
Allen
2008’

virtual simulated crime — well
learned material — bootstrapping — 100% 0% 47% 53%
peak-to-peak

virtual simulated crime — well
learned material — after applica- from 27 fromOto from7 from O to
tion of methods frustrating detec- to 100%  13%  to27%  89%
tion

Hu, simulated crime — the studies were
Rosenfeld focused on ensuring 100% efficien- 100% 0% 58% 42%
2012~ cy in innocent individuals

autobiographic information — the
studies were focused on compar-
ing various ways of preparing sig-  100% 0% 100% 0%

Soskins,
Rosenfeld,

Niendam
2001 nal for analyses — the results pre-
sented concern the best method
Rosenfeld,
S‘];soks‘l':s’ simulated crime 91% 9% 9% 8%
4
Ryan 2004
Autobiographic mformgtmn —new o, 8% 100% 0%
procedure: Complex Trial Protocol
Rosenfeld

Labkovsky Autobiographic information — new
2010 . i .
procedure: Complex Trial Prqto 93% 8% 100% 0%
col accounting for counteraction
methods
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Information concerning a terrorist
Mexiner, attack — knowledge obtained ran-
Rosenfeld domly, yet with enforced multiple  100% 0% 83% 17%
2011  repetition by the subject (new pro-
cedure: Complex Trial Protocol)
simulated crime — no active re-
membering (only the object of the
theft) (new procedure: Complex
Winograd, Trial Protocol)
Rosenfeld simulated crime — no active re-
2011  membering (only the object of the
theft) , accounting for counterac-  92% 8% 100% 0%
tion methods (new procedure:
Complex Trial Protocol)

92% 8% 83% 17%

Farwell, simulated crime — well learned
Donchin . 85% 0% 90% 0%
1991™ material

‘In the presentation, the result of Martens’s studies were broken down into the procedures of
classifying people into ‘guilty’ and ‘innocent’ applied.

“Presented are the averaged results from two experimental groups.

""The results obtained with this method of classification did not total up to 100%, as this method
accounts for the ‘unresolved’ category.

""The results obtained with this method of classification did not total up to 100%, as this meth-
od accounts for the ‘unresolved’ category.

Despite testing the efficiency of detecting concealed information through the
analysis of the amplitude of the P300 potential, investigations have also been
conducted to test the efficiency of drawing conclusions based on the com-
bined measures falling back on the registration of the evoked potentials and
the functioning of the autonomous nervous system (Ambach, Bursch, Stark,
Vaitl 2010). Although the use of these methods obtained only a modest in-
crease in the efficiency of drawing conclusions, it should be remarked that
conducting examinations in these two methods, one after the other, may as-
sure a higher efficiency of disclosing concealed information (Meijer, Selle, El-
ber, Ben-Shakhar 2014).
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Theoretical grounds for the development of the P300 potential
in concealed information tests

As attempted to describe in the subchapter on the study of evoked potentials,
the P300 potential is a complex electrical response of the brain, and depends
on numerous factors. For that reason, the determination of clear grounds for
the occurrence of the P300 potential in the concealed information test causes
certain difficulties.

On the one hand, many researchers emphasise that the studies in detecting
concealed information are based on the orientative reaction (Vrij 2008; Rosen-
feld, Hu Pederson 2012). Yet on the other, falling back on the views of Donchin
(1981), one can associate the P300 amplitude in the studies in detection of
concealed information with memory processes, including recognition (the P3b
subcomponent) (Lui, Rosenfeld 2008). This is suggested by the selection of the
Pz electrode by majority of researchers dealing with the detection of concealed
information, as this is where the amplitude is greatest (e.g.: Rosenfeld et al.
1991). For that reason, it was believed that the use of components of the P300-
based detection of concealed information would allow achievement of better
results, while analysing the occipital-parietal component than in the case of
the frontal-central one (Lui, Rosenfeld 2008). However, the studies conducted
suggested an inverse relationship, as they prove that a far superior robustness
of conclusions was achieved from the occipital-parietal component (ibidem).
Connecting the activity in the area with the P3a subcomponent,’ researchers
emphasise the key significance of the processes of attention and inhibition of
sincere (i.e. non-deceptive) answer.

Supporting the key significance of inhibition in the process of disclosing infor-
mation are also the data that prove that, much like in the case of the polygraph
(see: Gustfson, Ore 1963), realisation of the need to concealed information,
i.e. an increase in motivation, triggers an increase in the efficiency of disclos-
ing concealed information by analysing the P300 potential (Rosenfeld et al.
2012).10

° One can only remark that despite the frontal-central localisation of the component, attention
is drawn to its very long latency (in the study quoted above, the latency ranged from 220 ms to
664 ms for a procedure composed of two significant stimuli), while many researchers emphasise
a very short time of latency of the P3a subcomponent.

10 Tt is worth, however, to note that the data are not unambiguous, as earlier studies (Verschuere,
Rosenfeld, Winograd, Labkovsky, Wiersema 2009) did not point to a link between an increase in
the awareness of an act of deceit and the amplitude, although they pointed to a positive correla-
tion with the efficiency of drawing conclusions.
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Conclusion

It is worth noting that the studies that make use of evoked potentials analysis
for the detection of concealed information have continued to be no more than
an experimental method that still requires plenty of attention on behalf of re-
searchers. Attempts at commercialisation of results of the investigations and
their practical use by Farewell encountered major criticism from the academic
circles. The weakness of the presented studies, from the point of view of the
potential use of the method in actual criminal cases as an alternative to the
polygraph, is the focus on the disclosure of autobiographic data (Rosenfeld et
al. 2003, 2008) and data learnt very well during special sessions aimed at the
retention of the memorised material (see: Mertens, Allen 2008). Such grounds
make drawing of conclusions about the potential use of the method, for ex-
ample in investigations, difficult. On the other hand, the higher resilience to
counteraction (when the data related to the new CTP protocol are taken into
account), and falling back on the functioning of the peripheral nervous sys-
tem, and the ever better investigated reasons for the development of the P300
potential encouraging to conduct further investigations of this method of de-
tecting concealed information. What seems to be an advantage of polygraph
examinations from the practical point of view is their rich history that encom-
passes both experimental and laboratory research, as well as their extensive
scope of application. In turn, studies that make use of the EEG seem to have
better theoretical foundations, as they record bioelectrical processes related to
the cognitive processes of processing information.
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